Call for Comments – Draft GC 38 on Art. 22 (the right to freedom of association)
Ms. Gina Romero (United Nations Special Rapporteur on Freedom of Peaceful Assembly and of Association), Prof. Pete Fussey, Dr. Daragh Murray

Introduction
1. Thank you for the opportunity to provide comment on Draft General Comment 38. This submission is made by Ms. Gina Romero, United Nations Special Rapporteur on Freedom of Peaceful Assembly and of Association,[footnoteRef:1] Prof. Pete Fussey,[footnoteRef:2] University of Southampton, and Dr. Daragh Murray,[footnoteRef:3] Queen Mary University of London. [1:  The Special Rapporteur’s participation in the present statement is voluntary and should not be understood to be a waiver, express or implied, of the privileges and immunities of the United Nations and its officials under the 1946 Convention on the Privileges and Immunities of the United Nations. For more information on the Special Rapporteur and her mandate, please see: https://www.ohchr.org/en/special-procedures/sr-freedom-of-assembly-and-association. ]  [2:  Head of Department, Department of Sociology, Social Policy and Criminology.]  [3:  Reader in International Law & Human Rights. The work underpinning this submission is supported by a UKRI Future Leaders Fellowship Grant M/T402133/3. ] 

2. This document addresses the impact of digital surveillance – and associated chilling effects – on the exercise of the right to freedom of association. It draws on the UN Special Rapporteur on the Right to Freedom of Peaceful Assembly and of Association’s report to the Human Rights Council, ‘Unmasking the chilling effects of the digital surveillance ecosystem: the erosion of assembly and association rights’,[footnoteRef:4] and the associated Global Study, ‘Pushed into the Shadows: Evidencing digital surveillance chilling effects and the erosion of the rights to freedom of assembly and of association’.[footnoteRef:5] [4:  A/HRC/62/45. ]  [5:  STD/SR/Assembly/Digital.] 

Paragraph 11
3. Since the publication of the Draft General Comment the UN Special Rapporteur has published on report to the Human Rights Council, and one Global Study, specifically addressing, and evidencing, the chilling effects of surveillance and their impact on the right to freedom of assembly. Suggest referencing this work within the Draft General Comment.
Suggested addition to footnote 34
4. To add at the end of the footnote:
· “A/HRC/62/45, VII; STD/SR/Assembly/Digital, VIII.” 
Paragraph 30.bis.
5. Paragraph 30 acknowledges the impact that specific measures can have on the exercise of the right to freedom of association, including through the generation of chilling effects. However, the Draft General Comment does not acknowledge the overall impact of the digital surveillance ecosystem. This requires distinct examination in order to ensure that the protection of the right to freedom of association is not inappropriately, or indeed inadvertently, undermined. In the digital age it is not enough to look only at discrete surveillance activities (as is often done). The State’s overall, and interconnected, surveillance ecosystem must also be addressed. 
6. As set out in the Global Study: “When analysing the modern digital environment – rather than focus on specific tools and practices – it is more accurate to consider surveillance practices as constituting an interconnected surveillance ecosystem, composed of digital and data infrastructures operated by State and non-State actors.”[footnoteRef:6] This means that, “from the perspective of those subject to surveillance, surveillance measures are not one-off, isolated, occurrences […] The consequence is that ostensibly discrete surveillance activities in fact exist across a surveillance continuum and persist over time, leaving deep, long-term, society wide impacts. These impacts are enhanced with respect to marginalised and vulnerable groups, and those engaged in socio-political activities clashing with the status quo. It is this ecosystem-related impact that plays a decisive role with respect to the degree to which chilling effects are experienced by different individuals and groups. This poses a challenge to traditional human rights law analysis as ecosystem-related chilling effects are not typical cause-and-effect’ harms, whereby a specific incident gives rise to a defined harm. In order to effectively encapsulate surveillance chilling effects, both the cause-and-effect harm associated with discrete surveillance activities and the cumulative harms exerted by the surveillance ecosystem must be acknowledged.”[footnoteRef:7]  [6:  STD/SR/Assembly/Digital, p. 12.]  [7:  STD/SR/Assembly/Digital, pp. 75-6.] 

7. Suggest adding a new paragraph 30.bis.
Suggested addition: new paragraph following paragraph 30
8. To add the following text (including associated footnotes):
· “Digital surveillance and AI-assisted analytics pose novel threats to the exercise of the right to freedom of association. These threats emerge, not only from independent or isolated surveillance activities, but from their combination in an overall surveillance ecosystem within a State.[footnoteRef:8] To ensure that they do not inappropriately restrict the right to freedom of association States should undertake human rights due diligence focused on all aspects of this surveillance ecosystem.[footnoteRef:9] They must address both discrete surveillance activities and the cumulative harm linked to the overall surveillance ecosystem, including the emergence of chilling effects over the medium and long-term, alongside wider compound human rights harms.[footnoteRef:10] State justifications for digital surveillance should be incorporated into the due diligence assessment. They must be supported by clear and sufficient reasons evidencing the need for surveillance and demonstrate how such surveillance responds to an identified legitimate aim.” [8:  A/HRC/62/45, III, VIII.]  [9:  STD/SR/Assembly/Digital, X. ]  [10:  A/HRC/62/45, IX.] 

Paragraph 32
9. Suggest slight amendment to the text to make explicit reference to the phenomenon of transnational repression.
Suggested addition to paragraph 32
10. Suggest adding the underlined text to the paragraph.
· As indicated above, in line with article 2 of the Covenant, the obligation to respect Covenant rights is not limited to a State Party’s territory. Therefore, article 22 prohibits a State Party from engaging in transnational repression, including by torturing, disappearing, arbitrarily arresting and detaining, intimidating, harassing, cyber-repressing or committing any similar actions against, for instance, journalists, human rights defenders, environmental defenders, lawyers and legal aid organizations, media workers and trade union members living abroad.
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