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This is a working draft provided by OHCHR for discussion and comment. We welcome written comments; please send them by email to Ben Hayes (benjamen.hayes@un.org), copying Genevieve Sauberli (genevieve.sauberli@un.org) and Carolina Hernandez (carolina.hernandez@un.org). If you would like to share the draft with others in your network, please contact us first so we can keep track. The deadline for comments on this version is of the draft is 18 July 2025. We aim to finalise the draft by the end of October 2025. Please note that the footnotes are a work in progress and will be reviewed and enhanced in due course. For OHCHR’s previous guidance in this area please see Recommended Principles and Guidelines on Human Rights at International Borders, published in 2014 and the OHCHR and University of Essex research study Digital Border Governance: A Human Rights-Based Approach (2023). For more information about OHCHR’s work on migration and human rights see OHCHR and migration. Feel free to contact us using the above coordinates in case of any questions.
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[bookmark: _Toc197944727]Guideline 1: Respect for human rights and protection of individuals 

A human rights-based approach to digital border governance 

States and, where applicable, UN entities, international organisations, regional bodies and businesses, must: 

1. Respect and protect the inherent and inalienable human rights of all people on the move, without discrimination and regardless of their nationality or migration status and implement a human rights-based approach to digital border technologies based on the principles and values underpinning the international human rights framework, including human dignity, inclusion, equality, participation, empowerment, transparency, accountability and effective remedy. 

2. Ensure that the conception, design, development, deployment, use, sale, procurement, operation and retirement of all digital border governance technologies complies with the UN Charter, norms and standards under international human rights law as reflected in core human rights covenants, international humanitarian law and international refugee law and other relevant UN policies and guidance.[footnoteRef:2]  [2:  Footnote referencing/elaborating on key measures] 


3. Adopt legislative and regulatory frameworks that adequately prevent and mitigate the multifaceted adverse human rights impacts linked to the use of digital border governance technologies. Ensure that the legal basis for the use of such technologies is sufficiently clear, foreseeable regarding the circumstances in which they may be used and accompanied by appropriate human rights safeguards and operational guidance. 

4. Ensure that the use of digital border governance technologies is strictly necessary to achieve a legitimate aim with clearly defined objectives, proportionate to the aim pursued, only used in pursuit of that aim, and based on evidence of its effectiveness substantiated by independent review. Any interference with human rights must be necessary and proportionate in this context. Such interference must constitute the least intrusive means available to achieve a legitimate aim. National security may not used as a pretext for exempting digital border governance systems from human rights-based approaches or the imposition of vague or arbitrary limitations on the protection of people on the move.[footnoteRef:3] [3:  Siracusa Principles on the Limitation and Derogation of Provisions in the International Covenant on Civil and Political Rights Annex, UN Doc E/CN.4/1984/4 (1984)] 


5. Ensure transparency and accountability in algorithmic, human and technical decision-making related to digital border governance and full respect for the right to seek, receive and impart relevant information to enhance democratic participation and advance the promotion and protection of human rights. Implement effective measures to ensure the safety of journalists and other media workers, and human rights defenders, including by protecting in law and in practice the confidentiality of journalists’ sources, including whistle-blowers.[footnoteRef:4] [4:  Resolution 44/12 on Freedom of opinion and expression adopted by the Human Rights Council on 16 July 2020. ] 


6. Implement effective State policies, legislation, regulations and adjudication, in accordance with the UN Guidelines on Business and Human Rights, to ensure third parties including business enterprises concerned with digital border governance technologies meet their obligations to respect human rights. Take appropriate steps to prevent, investigate and redress human rights abuses by third parties including business enterprises. Where appropriate, initiate civil or criminal proceedings when international human rights law is not respected or enforced, in accordance with national law.

Meaningful and transparent processes to assess, prevent and mitigate human rights impact 

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations, should: 

7. Comprehensively assess the human rights impacts of all digital border governance frameworks, policies and practices to ensure that they respect the rights and dignity of people on the move and comply with international human rights law. Provide clear guidance on how to meaningfully assess digital border governance systems and the risks they pose to human rights. Ensure that these assessments result in the development and implementation of robust safeguards commensurate to the risk to human rights engendered by those systems. Where safeguards that meet the standards of international human rights law cannot be identified and/or implemented, digital border governance technologies may not be implemented.  

8. Standardise methodologies for, and systematically conduct, Human Rights Impact Assessments (HRIAs) to exhaustively identify, prevent and mitigate risks to the human rights of those subject to digital border governance technologies and policies. Where appropriate due to the nature or complexity of the digital border governance technology, or required by national law, conduct additional assessments, or draw upon relevant methodologies from Privacy or Data Protection Impact Assessments (PIAs/DPIAs),[footnoteRef:5] algorithmic audit assessments,[footnoteRef:6] and Equalities Impact Assessments (EIAs),[footnoteRef:7] in order to identify and assess appropriate mechanisms to protect human rights. These assessments should be conducted by an adequately resourced, independent and impartial entity, in consultation with relevant stakeholders, including those impacted by the technologies, taking into account the entire legal and technological environment in which new initiatives will be embedded, including the compound effect on human rights, risks of abuse, function creep and repurposing, including risks as a result of future political changes. Their findings and the underlying analysis should be publicly available to enhance transparency and accountability. The assessments should be subject to regular, periodic review to ensure that the digital border governance measures are being implemented in accordance with the HRIA and updated to address any subsequent legal, technological or organizational developments. [5:  A PIA/DPIA assesses the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of personal data, taking into account the rights and legitimate interests of data subjects and other persons concerned. – add ref to guidance ]  [6:  Algorithmic audit assessments may be used to assess the compliance of AI systems with regulatory frameworks. They typically assess the fairness, non-discrimination, human oversight, accuracy and transparency of AI systems.]  [7:  An EIA identifies, predicts and responds to the likely impact of a policy or technology framework on different groups of people in the context of the right to non-discrimination. – add ref to guidance  ] 


9. Engage in effective consultations with relevant stakeholders including national judicial, legislative and human rights bodies, regional/international organisations/bodies, academia, businesses, and civil society actors and individuals impacted by digital border governance measures during all stages of the HRIA process. In particular, the experiences of people on the move should be drawn on in understanding both the human rights impacts and the feasibility of potential mitigating measures.[footnoteRef:8] Use secure, digital platforms to solicit and gather feedback to overcome operational constraints.  [8:  Adapted from Guideline 1.6, OHCHR, 2014 Guidelines. ] 


10. Request and offer, as relevant, technical and financial assistance to States and other relevant stakeholders, including businesses and regional/international organisations/bodies, for the purpose of developing and implementing frameworks for HRIA to ensure that digital border technologies are developed and implemented in compliance with international human rights law.

11. Subject technologies that are already in use to HRIA to ensure that the legal, policy, institutional, and operational frameworks they have in place offer robust human rights protection and remediating any deficiencies.

12. Establish institutional/organisational risk registers documenting human rights risk treatment and ownership to facilitate the monitoring of the impact of any residual risks to human rights throughout the lifecycle of the digital border governance programme and ensure that they are addressed accordingly.  

Suspending and banning digital border technologies that present severe harms to human rights

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations, should: 

13. Ensure that HRIAs finding that digital border governance technologies, policies and practices that would create potential or actual impacts that are not justified under international human rights law, including those that fail the necessity and proportionality tests, result in the suspension of their implementation and banning where applicable. Such measures should also apply retrospectively to existing digital border governance measures where warranted. Any suspensions, bans or moratoria should only be lifted once sufficient measures have been taken that guarantee effective prevention and mitigation of adverse human rights risks impacts.  

14. Share findings on digital border governance technologies, policies and practices that would create potential or actual impacts that are not justified under international human rights law, with relevant stakeholders and consider multilateral bans on technologies, policies and practices likely to result in substantive or systematic human rights violations and abuses. 

15. Cooperate internationally to collect and exchange data and information relevant to the human rights impact of digital border governance technologies, including with the UN Office of the High Commissioner for Human Rights (OHCHR) and the Special Procedures of the Human Rights Council, and committing to work within the UN system, including with the UN Special Rapporteurs, to identify solutions for the protection of human rights and the prevention of further harm to people in already vulnerable situations.[footnoteRef:9][footnoteRef:10]
 [9:  Ibid.]  [10:  Copied from Guideline 10.9, OHCHR, Recommended Principles & Guidelines on Human Rights at International Borders.] 

Monitoring and accountability

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations, should:

16. Establish or strengthen mandates for systematic reporting mechanisms and the independent monitoring of the impact of digital border technologies and the implementation of human rights norms, standards and safeguards. Share technical expertise on compliance with human rights laws and norms between border authorities and other actors including police, national human rights institutions, data protection authorities, parliamentarians, Ombudspersons, civil society organisations, international organisations and regional bodies. 

17. Ensure that each component of digital border governance system giving rise to substantive interference with human rights is subject to supervision by an adequately resourced independent authority with sufficient powers to ensure that such interference is necessary and proportionate and that such systems are only used in pursuit of legitimate aims in accordance with international human rights law.[footnoteRef:11] [11:  Adapted from Guideline 3.16, OHCHR, 2014 Guidelines.] 


18. In accordance with the UN Guidelines on Business and Human Rights, exercise adequate oversight over State contracting with, or legislating for, business enterprises to provide services that may impact upon the enjoyment of human rights. Ensure that States do not relinquish their international human rights law obligations when they privatize the delivery of digital border governance services that may impact upon the enjoyment of human rights. Take appropriate steps to prevent, investigate, punish and redress human rights abuses by third parties, including business enterprises, involved in digital border governance.

19. Ensure that supervisory authorities, national and regional human rights institutions, ombudspersons offices, national preventive mechanisms and other relevant oversight bodies are empowered by law to initiate their own investigations, monitor the progress of other investigations into digital border technologies and access all information relevant to the conception, design, development, deployment, use, procurement, operation, retirement and inter-relationships between those systems, including underlying human rights impact assessments.[footnoteRef:12] Such powers include the right to visit all locations in which digital border technologies are deployed, including borders and places of detention, whether unannounced, ad hoc or regularly, to interview people on the move as well as public authorities and private entities involved, and to obtain promptly all the information they need to monitor the human rights risks faced by people on the move and the conduct of institutions that are responsible for their management and care.[footnoteRef:13] Ensure that these bodies have appropriate powers of enforcement in respect to findings of human rights violations and offer their victims effective legal redress, restitution, rehabilitation, compensation and guarantees of non-repetition as appropriate. [12:  Ibid, p.50-56.]  [13:  Adapted from Principle 17, Guideline 2, OHCHR, 2017 Principles & Guidelines – Practical Guidance.] 


20. Establish and standardise transparency reporting by responsible authorities to facilitate accountability as regards the implementation, effectiveness and impact of digital border governance measures, including associated complaints of human rights violations, discrimination, violence and abuse.[footnoteRef:14] Enable civil society actors, human rights defenders and people on the move to participate in monitoring and evaluating the human rights impact of digital border governance technologies and policies, including by providing them with information about their design, development, deployment, use, procurement, operation and retirement.[footnoteRef:15] Enhance the transparency of digital border governance technologies and understanding of their impact on people on the move, including through informed public consultations.[footnoteRef:16] [14:  Copied from Guideline 10.10, OHCHR, Recommended Principles & Guidelines on Human Rights at International Borders.]  [15:  Ibid, Principle 17, Guideline 2.]  [16:  Ibid. ] 


21. Present information concerning measures taken to respect, protect and fulfil human rights in the conception, design, development, deployment, use, sale, procurement, operation and retirement of digital border governance technologies to all relevant United Nations human rights treaty bodies and special procedures of the United Nations Human Rights Council, and in the context of the Universal Periodic Review process.[footnoteRef:17] [17:  Ibid, Guideline 1.9.] 
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Compliance with international human rights law and standards 

States, with the support UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisation where applicable, should: 

1. Amend or adopt legislative frameworks providing for the development, deployment, use, procurement, operation or retirement of digital border governance technologies to ensure that they comply with international human rights law and standards, including State obligations to uphold human dignity and the rights to life, freedom of movement, asylum, privacy, data protection, non-discrimination and the rights of  the child, to respect the prohibitions of torture and other forms of ill-treatment, refoulement, collective expulsions and arbitrary detention, and ensure access to socio-economic rights.[footnoteRef:18]  [18:  Adapted from Special Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance, Report on Racial and Xenophobic discrimination and the use of digital technologies in border and immigration enforcement, 2021, para. 64.] 


2. Amend or adopt legislation to ensure that any permissible interference with human rights resulting from the implementation of digital border governance technologies is clearly and concisely prescribed by law and does not result in arbitrary interferences or render the essence of those rights meaningless. Ensure that inviolable rights are fully respected, prohibited treatment is proscribed and that human rights safeguards protect the rights of all people on the move regardless of their immigration status or nationality and wherever a State exercises jurisdiction or effective control through digital border governance technologies. These safeguards should comprise specific protections for individuals in vulnerable situations.[footnoteRef:19]   [19:  https://www.ohchr.org/sites/default/files/PrinciplesAndGuidelines.pdf] 


3. Amend or adopt legislation to ensure that States provide reparation to victims for acts or omissions which can be attributed to State digital border governance technologies and constitute serious violations of international human rights law, international humanitarian law or international refugee law.

Rights to privacy and data protection

States and, where applicable, UN entities, international organisations, regional bodies and businesses, should: 

4. Amend or adopt legislative frameworks for the protection of personal data to complement and give effect to the right to privacy of people on the move without discrimination and facilitate the protection of a wide range of human rights.[footnoteRef:20] Such legal frameworks should provide enhanced protection for sensitive personal data[footnoteRef:21] and enshrine the rights to access personal data processed, to object to the processing of such data, to have inaccuracies rectified, and to submit complaints about data processing to the responsible authorities and independent review mechanisms.[footnoteRef:22] Ensure that national data protection law applies to all border control activities and law enforcement activities conducted at international borders irrespective of the nationality or status of the data subjects.   [20:  Adapted from UN Special Rapporteur on the Right to Privacy, A/77/196: Principles underpinning privacy and the protection of personal data, 2022, p.4.]  [21:  Add definition]  [22:  Adapted from OHCHR and UNCCT, Human Rights at International Borders: A Trainer’s Guide, 2021, p.159 and from Principle 19, OHCHR, 2017 Principles & Guidelines – Practical Guidance.] 


5. Follow a privacy-by-design (or data protection-by-design and by-default) approach by implementing privacy-enhancing technologies or techniques (such as encryption and pseudonimsation), wherever feasible, together with dedicated technical and organisational safeguards (such as clearly defined roles and responsibilities, access controls and audit logs) commensurate to the risk posed to individuals’ human rights, whether from the processing operation or the risk of unauthorised access or data breaches. 

6. Conduct Data Protection Impact Assessments to identify such risks and devise appropriate safeguards prior to the procurement and deployment of digital border governance technologies and on an ongoing basis, as data collection evolves and system performance changes.[footnoteRef:23] These assessments should be conducted by an adequately resourced independent and impartial entity, include consultations with those impacted by the technologies, and duly incorporate and address their concerns.[footnoteRef:24] Their findings and the underlying analysis should be publicly available to enhance transparency and accountability. [23:  On HRIAs/DPIAs – depending on how dealt with in subsequent sections.]  [24:  Adapted from Special Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance, Report on Racial and Xenophobic discrimination and the use of digital technologies in border and immigration enforcement, 2021, para. 66.] 


7. Ensure that the processing of personal data for the purposes of digital border governance is necessary and proportionate by limiting the amount of personal data collected to that which is relevant and not excessive in respect to its specific purpose; restricting access and preventing further processing; deleting data when it is no longer relevant for that purpose (data minimisation).[footnoteRef:25] Data may not be held indefinitely and processing and retention schedules must be subject to regular review to ensure necessity and proportionality.  [25:  Adapted from UN Special Rapporteur on the Right to Privacy, A/77/196: Principles underpinning privacy and the protection of personal data, 2022, p.14-15.] 


8. Ensure that all people on the move are systematically informed about the processing of their personal data for digital border governance purposes. Such information must include the identity of the data controller and any other entities to which the data may be transferred, the purpose and legal basis for the processing, and be provided in accessible formats using language that is easily comprehendible to the data subject irrespective of their circumstances, including child friendly language where appropriate.[footnoteRef:26] This information must allow individuals to understand their rights, including their rights to access and rectification, and facilitate access to remedy and reparation mechanisms.[footnoteRef:27]  [26:  Adapted from Principle 16, Office of the United Nations High Commissioner for Human Rights, Principles and Guidelines, supported by practical guidance, on the human rights protection of migrants in vulnerable situations, 2017 (hereinafter OHCHR, 2017 Principles & Guidelines – Practical Guidance).]  [27:  Adapted from Guideline 7.9, OHCHR, 2014 Guidelines.] 


9. Ensure that individual consent is not used as a legal or legitimate basis for the processing of personal data for digital border governance purposes unless the individual has a genuine choice as to whether to provide their consent or not. Any physical, psychological or material coercion, intimidation, manipulation or implicit pressure or influence which could affect the provision of consent renders it invalid and there must be an alternative legal basis for the data collection and disclosure. Migrants in irregular situations are particularly vulnerable to coercion due to their status and the utmost care should be taken to ensure that their privacy and data protection rights are protected when personal data is collected from them, especially information that could prejudice their rights to seek and enjoy asylum ore result in judicial or administrative procedures. Where consent may legitimately provide a basis for data processing, it must be freely given, specific, informed and unambiguous. For consent to be informed and specific, the data subject must at least be notified about the data controller’s identity, what kind of data will be processed, how it will be used, and the entities to which it may be transferred by the controller. Individuals must also be informed about their right to withdraw consent to the data processing at any time. The process for withdrawing consent must be as straightforward and accessible as the process for providing consent and must result in the deletion of the data collected on that basis by the controller. 

10. Provide accountability for data processing in digital border governance systems by establishing legal requirements for relevant State authorities, international organisations, regional bodies and businesses to maintain registers containing records of processing operations, detailing, inter alia, the categories of data involved, the legal basis for the processing, its specific purpose, and provisions for data retention, archiving or deletion. 

11. Ensure that transfers of personal data to between authorities and/or States, , international organisations, regional bodies and businesses are the subject of binding legal agreements setting out the role of the parties and the relationship between them, the categories of data involved, the legal basis for the processing, its specific purpose, and the measures that will be implemented to uphold the rights of data subjects and prevent the unauthorised processing of data. Data processing and/or joint controllership agreements should be published as a matter of best practice, or otherwise made available to data subjects upon request.  

12. Secure personal data from unauthorised access, loss, or damage using state-of-the-art security technologies and in accordance with best practices on information security management.[footnoteRef:28] Task or establish dedicated cybersecurity bodies and specialist agencies responsible for the information security management of databases and digital border governance technologies.[footnoteRef:29]   [28:  International Organization for Standardization, ISO/IEC 27000 family Information security management, Accessed May 2023. ]  [29:  Adapted from European Data Protection Supervisor, Opinion on the Second EU Smart Borders Package, 2016, para. 49.] 

 
13. Institute comprehensive procedures for responding to data breaches, including measures to remedy the breach, the timely notification of regulators and data subjects, the mitigation of ensuing risks to their human rights, which may be particularly acute for people on the move, and provide compensation for damages incurred by the data subjects.  

14. Establish dedicated supervisory mechanisms to ensure protection from arbitrary or unlawful interference with the right to privacy and the protection of personal data of individuals subject to digital border governance programmes. Such supervisory mechanisms should have a clear set of tasks and effective powers, including powers of investigation, corrective powers and sanctions, in response to individual and collective complaints and own-initiative investigations, and without prejudice to the powers of prosecutorial authorities at national level. Supervisory mechanisms should also be consulted prior to the commencement of processing operations that pose a high risk to the rights of data subjects.[footnoteRef:30] [30:  Ref to EDPS guidance on high risk ] 
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Guideline 3: Public-private and multilateral partnerships

Business and human rights

States, UN entities, international organisations, regional bodies and businesses, should:

1. Ensure that all business enterprises involved in the conception, design, development, deployment, use, sale, procurement, operation or retirement of all digital border governance technologies respect human rights in accordance with the UN Guiding Principles on Business and Human Rights, prevent human rights abuses of people on the move, are transparent in their activities and take meaningful steps to address adverse human rights impacts with which they are involved. This includes judicial, non-judicial, administrative, legislative or other appropriate means providing that when such impacts occur those affected have access to effective remedy.

2. Ensure that State agencies and public bodies involved in the procurement of digital border governance systems, or system components, conduct appropriate human rights due diligence on all parts of the supply chain. Such due diligence should require the providers of those systems, in order to identify, prevent, mitigate and account for how they address their adverse human rights impacts, to undertake a process that should include assessing actual and potential human rights impacts, integrating and acting upon the findings, tracking responses, and communicating how impacts are addressed. Human rights due diligence: (a) should cover adverse human rights impacts that the business enterprise may cause or contribute to through its own activities, or which may be directly linked to its operations, products or services by its business relationships; (b) will vary in complexity with the size of the business enterprise, the risk of severe human rights impacts, and the nature and context of its operations; and (c) should be ongoing. The results of business and human rights due diligence activities should be published as a matter of best practice. 

3. Ensure that commercial secrecy or national security considerations are not a barrier to the assessment of human rights risks. Contracts should ensure that service providers are accountable for the design and performance of the systems they develop.[footnoteRef:31] Contracts should also provide for liability on technology companies for any human rights harms cause or contributed to, or if they fail to conduct ongoing human rights due diligence.[footnoteRef:32] [31:  Ibid, p.55]  [32:  Adapted from Amnesty International, Race, Borders, and Digital Technologies – Submission to the UN Special Rapporteur on Contemporary Forms of Racism, Xenophobia and Related Intolerance, 2020, para.5.] 


Migration cooperation agreements

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations, should: 

15. Recognise the roles and responsibilities of countries of origin, transit and destination in promoting and protecting the human rights of people on the move and ensuring that migration cooperation agreements containing digital border governance provisions  international human rights law, international humanitarian law and international refugee law..[footnoteRef:33] [33:  The United Nations General Assembly, Resolution adopted by the General Assembly 76/172 on December 2021, 2022.] 


4. Amend and ensure that any future international, regional, national and subnational migration cooperation agreements containing digital border governance provisions to ensure that participating or contracting parties meet their international human rights law obligations and are subject to human rights monitoring mechanisms.[footnoteRef:34]    [34:  Adapted from UN Special Rapporteur on the human rights of migrants, Regional study: management of the external borders of the European Union and its impact on the human rights of migrants, 2013.] 


5. Involve a range of relevant stakeholders including national judicial, legislative and human rights bodies, regional/international organisations/bodies, academia, businesses, and civil society actors and individuals impacted by digital border governance measures in the creation and amendment of migration cooperation agreements containing digital border governance provisions to ensure the protection of human rights.[footnoteRef:35] [35:  Adapted from Guideline 10.8, OHCHR, 2014 Guidelines and UN Special Rapporteur on the human rights of migrants, Report on the human rights of migrants, 2022.] 


6. Ensure that migration cooperation agreements containing digital border governance provisions are publicly accessible to facilitate transparency, review, accountability and redress for human rights abuses. 

7. Suspend any bilateral or regional cooperation agreements, arrangements or mechanisms facilitating technology transfer and technical assistance for digital border governance purposes in which human rights are not explicitly guaranteed, or where such agreements violate human rights norms and standards, including the principle of non-refoulement and prohibition on collective expulsions.[footnoteRef:36] [36:  Adapted from Guideline 10.5, OHCHR, 2014 Guidelines and UN Special Rapporteur on the human rights of migrants, Regional study: management of the external borders of the European Union and its impact on the human rights of migrants, 2013.] 
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Artificial intelligence (AI)

States and, where applicable, UN entities, international organisations, regional bodies and businesses, should: 

1. Recognise that AI systems used for digital border governance purposes affect persons who are often in particularly vulnerable situations and depend on the fairness, non-discrimination, human oversight, accuracy and transparency of such systems for the realisation of their rights. Such AI systems should be considered high risk due to the multifaceted adverse human rights impacts linked to their use and subject to robust testing to ensure the rights of people on the move are protected.

2. Adopt or amend legislation or binding policy frameworks to ensure that potential adverse human rights impacts arising from the development and implementation of AI systems, including those used for digital border governance purposes, are identified, documented, prevented and mitigated prior to their deployment. These should contain minimum standards for assessing and auditing AI systems by examining their context and intended purpose; set benchmarks for validation, testing, and quality assurance;[footnoteRef:37] and establish dedicated, specialist oversight mechanisms capable of assessing the system’s goals, function, human rights impact and effectiveness, and ensuring compliance with human rights norms and standards. [footnoteRef:38][footnoteRef:39]  [37:  Ibid, p.22. See also Chatham House, Artificial Intelligence, Prediction and Counter-terrorism, 2019. – add possible refs to We must demand quality-assured Technology (NIST, ibeta Level 1-2, ENS & CCN (Spain), ETSI, etc. - TBC]  [38:  Adapted from Guideline 2.8, OHCHR, 2014 Guidelines.]  [39:  Adapted from AWO, Report on Human Rights issues arising from the use of AI in counter-terrorism, 2022, p.56] 


3. Test AI systems to be used for digital border governance purposes in “sandboxes”[footnoteRef:40] in which different variables and overall performance can be assessed without real-world consequences, particularly where such systems are to be used at scale with a potentially significant impact on human rights protection.[footnoteRef:41] Further testing such systems in real-world environments to assess performance and human rights impacts. In particular, potential bias and discriminatory effects must be assessed, prevented and mitigated to ensure equitable and fair treatment of data subjects before the deployment of a system. Regulators, human rights bodies, relevant civil society organisations and people on the move who will be subject to the operations of such systems should be involved in the assessment of human rights impacts and mitigation of bias and discriminatory effects. The quality and reliability of any training data should also be assessed.  [40:  Explain sandboxes >> You might want to draw/cite to either the OECD or EU AI Act on this. https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/07/regulatory-sandboxes-in-artificial-intelligence_a44aae4f/8f80a0e6-en.pdf]  [41:  Adapted from AWO, Report on Human Rights issues arising from the use of AI in counter-terrorism, p.49.] 


4. Where testing and/or assessment demonstrates that the human rights impact of AI systems cannot be adequately mitigated, they may not be deployed. In such circumstances, moratoria and bans on the development and deployment of these systems should be considered. Any suspensions, bans or moratoria should only be lifted once sufficient measures have been taken that guarantee effective prevention and mitigation of adverse human rights risks impacts.[footnoteRef:42] Ensure that AI systems authorised for use in digital border governance are subject to human rights impact review at regular intervals throughout their operational lifetimes.[footnoteRef:43]  [42:  Ibid, p.51-55]  [43:  Adapted from UN Special Rapporteur on the Right to Privacy, A/77/196: Principles underpinning privacy and the protection of personal data, 2022, p.6.] 


5. Ensure that the deployment of AI systems for digital border governance purposes is complemented by specific measures to enhance transparency and accountability. Such obligations could include but are not limited to: (i) the establishment of registers of AI systems that include an inventory of the data processed and the processing operations supporting risk assessment and mitigation; (ii) the creation and regular updating of risk registers to catalogue risks arising from the deployment of an AI system and the measures taken for their treatment; (iii) the automatic recording of events/logs capable of providing a level of “traceability” of use of the AI system; (iv) the publication of transparency reports that include statistics on the functioning, performance and impact of the AI system, and/or summaries of internal procedures and reports related to algorithmic audits, human rights and data protection impact assessments; (v) the availability of technical documentation that explains the characteristics, capabilities and limitations of performance and human rights safeguards of an AI system.[footnoteRef:44] Where national or commercial security is invoked as a barrier to full transparency, this must not allow such systems to effectively operate in secret and the aforementioned information should still be available for review by supervisory authorities, judicial bodies and subject to redress mechanisms.[footnoteRef:45] [44:  Adapted from AWO, Report on Human Rights issues arising from the use of AI in counter-terrorism, p.50]  [45:  Ibid.] 


6. Ensure that all operators and users of AI systems used for digital border governance purposes are trained to understand their capabilities, limitations and impact on human rights, and that data subjects are informed whenever they are subject to, or interacting with an AI system.

7. Ensure that AI performance anomalies, incorrect and unexpected results are documented, that corrective measures are taken to mitigate adverse human rights impacts and risks to individuals.[footnoteRef:46] Provide for the suspension or withdrawal of digital border governance systems for which such risks and impacts cannot be mitigated and access to redress mechanisms for individuals affected by those systems.[footnoteRef:47] [46:  Adapted from UN Special Rapporteur on the Right to Privacy, A/77/196: Principles underpinning privacy and the protection of personal data, 2022,p.6.]  [47:  Adapted from Guideline 2.9, OHCHR, 2014 Guidelines.] 


Automated-decision making 

States and, where applicable, UN entities, international organisations and regional bodies and businesses should: 

8. Adopt or amend legislation to prohibit the use of automated decision-making in digital border governance systems unless specifically authorised by law providing appropriate safeguards for the rights and freedoms of people on the move, including the right to obtain meaningful, non-perfunctory human intervention and review of any such decisions.[footnoteRef:48]  [48:  Adapted from AWO, Report on Human Rights issues arising from the use of AI in counter-terrorism, p.49.] 


9. Implement oversight mechanisms to identify and assess the potential risks, harms and benefits of automated decision-making, and to prevent or mitigate any risks or harm identified for people on the move subject to those decisions.[footnoteRef:49]  [49:  Ibid, para 42, p.8.] 


10. Prohibit the use of automated decision-making in asylum, visa, citizenship, family reunification, and other entry and/or return procedures, as well as in immigration detention, and digital border governance practices affecting children, due to the severity of the human rights and discrimination risks posed by automation. 

11. Notify individuals who are subject to an adverse decision resulting from automated decision making and provide them with clear, accessible and timely information about their rights and the procedures available to them to seek a review of such decisions and remedy for human rights violations.[footnoteRef:50]  [50:  Adapted from AWO, Report on Human Rights issues arising from the use of AI in counter-terrorism, 2022, p.55.] 



[bookmark: _Toc197944731]Guideline 5: Wide area surveillance

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations, should:  

Border surveillance systems 

1. Review all border surveillance systems to ensure that they are subject to a publicly accessible legal framework, follow a privacy/data protection-by-design approach and are necessary and proportionate to a legitimate aim that does not result in human rights violations or abuses, including the right to privacy, the principle of non-discrimination, the rights of the child, the right to seek asylum, the principle of non-refoulement or the prohibition of collective expulsions.

2. Adopt or amend legislation to ensure that all border surveillance systems do not result in untargeted or indiscriminate surveillance and contain procedural safeguards to ensure respect for the human rights of people on the move including ex ante independent authorisation of intrusive surveillance measures such as covert monitoring by cameras, microphones, drones, motion sensors and thermal imaging, access to information about the effect of those systems and access to effective remedies.

3. Prohibit the development and deployment of autonomous or remotely operated border surveillance and interdiction systems involving the use of force due to the unacceptable risk to the rights of people on the move. 

Maritime and land border surveillance 

4. Ensure that maritime and land border surveillance systems promote the establishment, operation and maintenance of an adequate and effective search and rescue service,[footnoteRef:51] that information on the situation of individuals in distress is shared with all relevant actors, including private commercial and humanitarian NGO vessels,[footnoteRef:52] and that such services operate regardless of the nationality or status of persons whose safety is in jeopardy, or the circumstances in which they are found.[footnoteRef:53] [51:  Adapted from United Nations, Convention on the Law of the Sea (“UNCLOS”), 1982, Article 98.]  [52:  Adapted from The UN Office of the High Commissioner for Human Rights, “Lethal Disregard” Search and rescue and the protection of migrants in the central Mediterranean Sea, 2021. ]  [53:  International Maritime Organization, International Convention for the Safety of Life at Sea (“SOLAS Convention”), 1974, Annex, Chapter V, Regulation 33(1) and International Maritime Organization,  International Convention on Maritime Search and Rescue (“SAR Convention”), 1979, Annex, para 2.1.10.] 

 
5. Ensure that border surveillance systems, whether at sea or on land, are not used to facilitate violations of the principle of non-refoulement and prohibition on collective expulsions,[footnoteRef:54] and that records and logs pertaining to the use of such systems are available to investigations into potential violations or abuses of human rights of people on the move and allegations of failures to assist individuals in distress.[footnoteRef:55] Further ensure that those responsible for the operation of maritime and land border surveillance systems are properly trained to conduct their work in a human rights-compliant manner, and understand their primary obligation to save lives, to uphold the principle of non-refoulement and the prohibition of collective expulsions, to ensure the human rights, safety and dignity of persons rescued or otherwise in need of assistance, and to address their specific needs.[footnoteRef:56]  [54:  United Nations, Convention Relating to the Status of Refugees, 1951, 189 UNTS 137, Article 33; as amended by the Protocol Relating to the Status of Refugees, 1967, 606 UNTS 267 (together, “1951 Refugee Convention”). – ADD REF ON COLLECTIVE EXPLUSIONS]  [55:  Adapted from The UN Office of the High Commissioner for Human Rights, “Lethal Disregard” Search and rescue and the protection of migrants in the central Mediterranean Sea, 2021.  ]  [56:  Adapted from The UN Office of the High Commissioner for Human Rights, “Lethal Disregard” Search and rescue and the protection of migrants in the central Mediterranean Sea, 2021.  ] 


6. Suspend any surveillance operations, legislation and other practice aimed at or de facto resulting in preventing or obstructing humanitarian actors from providing assistance to individuals in distress.[footnoteRef:57]Take all necessary measures to ensure the protection by the competent authorities of human rights defenders, humanitarian workers, seafarers and sailors against any violence, threats, retaliation, criminalisation, pressure or any other arbitrary action as a consequence of their work in saving lives.  [57:  Ibid. ] 


7. Review and amend international cooperation mechanisms to ensure that maritime and land border surveillance systems and channels for information exchange are used to perform legitimate functions in accordance with human rights norms and standards. Such mechanisms should be predicated on a humanitarian and precautionary approach to identifying and responding to potential distress situations, protecting the right to life, and consistent with good-faith implementation of relevant obligations under international law, whose fundamental objective is to prevent loss of life.[footnoteRef:58]  [58:  The UN Refugee Agency, General legal considerations: search-and-rescue operations involving refugees and migrants at sea, 2017, p4.] 



[bookmark: _Toc197944732]Guideline 6: Biometrics
 
States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations and humanitarian organisations should:  

Biometric identity management systems

1. Ensure that the use of biometric technologies for digital border governance purposes  does not violate the dignity of people on the move and their human rights or result in discrimination on the basis of ethnicity, gender, age, ability, nationality, religion,[footnoteRef:59] migration or other status,[footnoteRef:60] and that their use does not prevent freedom of movement and access to asylum or facilitate arbitrary detention, torture and  other forms of ill-treatment collective expulsion, refoulement or other human rights violations.[footnoteRef:61]  [59:  	]  [60:  	]  [61:  UN Human Rights Council, Annual report of the United Nations High Commissioner for Human Rights and reports of the Office of the High Commissioner and the Secretary-General, 2022.] 


2. Ensure that data protection laws and organisational policies recognise the unique characteristics of biometric data in identifying persons and distinguishing them from one another, their highly intrusive nature, effect on individual privacy and autonomy and the need for additional, explicit human rights safeguards .[footnoteRef:62] Such laws should regulate the processing of biometric data, regardless of the migration status or nationality of the persons concerned and impose strict safeguards against misuse and unauthorised access.[footnoteRef:63] [62: See more in UN High Commissioner for Human Rights, Impact of new technologies on the promotion and protection of human rights in the context of assemblies, including peaceful protests, 2020. See also European Court of Human Rights, Reklos and Davourlis v. Greece, Application No. 1234/05, 2009, para. 40.]  [63:  Adapted from From UN High Commissioner for Human Rights, Impact of new technologies on the promotion and protection of human rights in the context of assemblies, including peaceful protests, June 2020.] 


3. Regularly review the use of biometric identification and verification systems and adopt or amend legislation to ensure that they are necessary and proportionate to a legitimate aim and specified purpose that cannot be achieved through less intrusive means, are prescribed by law and accompanied by sufficient procedural guarantees and safeguards providing for the effective protection of human rights, including the rights to human review of automated decision-making and mechanism for redress for human rights violations. 

4. Ensure all biometric identification and verification systems follow a privacy/data protection-by-design approach, including through the application of strong encryption to biometric datasets; the separation of biometric data from other personal data; the prevention of image reconstruction from biometric templates (irreversibility); the use of a unique template creation process that prevents their use in other biometric systems (non-interoperability); robust access controls and monitoring thereof; and the deletion of biometric templates when the purpose for which they are created and processed has been fulfilled (revocability).[footnoteRef:64]    [64:  Possible reference to ISO/IEC 24745:2022] 


5. Enforce purpose limitation by restricting the processing of biometric data to the specific purposes for which it was collected, limiting database searches to those which are necessary for those purposes, and only retaining biometric data for as long as it is needed for the original purpose and deleting it thereafter.[footnoteRef:65] Prohibit the sharing or querying of data for any other purpose and ensure that any further use of biometric data is clearly prescribed by law and essential to meet a legitimate aim.[footnoteRef:66]  [65:  Adapted from European Data Protection Supervisor, Opinion on the Second EU Smart Borders Package, 2016, para. 39.]  [66:  Adapted from Special Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance, Report on Racial and Xenophobic discrimination and the use of digital technologies in border and immigration enforcement, 2021, para. 53.] 


6. Subject biometric systems to rigorous testing to guarantee minimum quality and accuracy thresholds are met and safeguards are in place to mitigate against “false positives”,[footnoteRef:67] bias and discriminatory impacts, paying particular attention to potential effects on children, the elderly, diverse ethnic groups, people with disabilities and people with different physical characteristics. Ensure that biometric databases are subject to adequate oversight, regular performance monitoring and evaluation and mitigation of human rights impacts. [67:  Ibid, para.40.] 


7. Prohibit the use of biometric data in digital border governance systems to infer behavioural intent, demographic markers or categorisation, emotional states and personality traits, at least until it can be demonstrated that such technologies can be deployed in compliance with international human rights law and data protection norms, in particular by mitigating against the risk of "false positives”[footnoteRef:68] and discriminatory impacts, and preventing direct negative effect on the exercise of freedom of movement, access to asylum and the prohibition of arbitrary detention, collective expulsion, refoulement or other human rights violations.[footnoteRef:69] [68:  FN on flase positives]  [69:  UN High Commissioner for Human Rights, The right to privacy in the digital age: Advanced Edited Version, September 2021. ] 


8. Refrain from the use of and ban the use of live facial recognition technologies in public spaces, including sites of international border governance, at least until it can be demonstrated that such technologies can be deployed in compliance with international human rights law and data protection norms.[footnoteRef:70] [70:  UN High Commissioner for Human Rights, The right to privacy in the digital age: Advanced Edited Version, September 2021. ] 


9. Implement programmes for promoting and improving the rights of people on the move subject to biometric data processing at the point of collection, in particular their right to information, in accessible format, concerning all subsequent use of biometric data, their right to object to such processing, the establishment of procedural safeguards for such processing, and the means by which they can seek obtain judicial or regulatory redress from an independent oversight mechanism where they have cause for complaint or believe that their rights have been infringed.[footnoteRef:71] [71:  Amnesty International, Race, Borders and Digital Technologies, Submission to the UN Special Rapporteur on contemporary forms of Racism, Xenophobia and related Intolerance, 2020.] 


10. Prohibit the creation of biometric databases by public bodies and humanitarian organisations as a precondition for the provision of services to people on the move in the absence of a protection mandate that explicitly requires the registration of those persons’ identities.[footnoteRef:72] Ensure that any such databases are used for exclusively humanitarian purposes and in accordance with international human rights law.[footnoteRef:73]  [72:  Adapted from Special Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance, Report on Racial and Xenophobic discrimination and the use of digital technologies in border and immigration enforcement, 2021, para. 38.]  [73:  Add ref international handbook on humanitarian action] 





[bookmark: _Toc197944733]Guideline 7: Risk screening 

States and, where applicable, UN entities, international organisations and businesses should consider:

“Profiling”

1. Ensure that systems that “profile”[footnoteRef:74] individuals for the purposes of digital border governance such as risk or security screening, whether prior to travel, at an international border, or as part of a policing, immigration or asylum procedure, are clearly authorised by law in pursuit of a legitimate aim, necessary and proportionate, and inclusive of human rights safeguards including measures to prevent discrimination.[footnoteRef:75]  [74:  The use of profiling and artificial intelligence should be evaluated in this case. For example, the EU AI Act defines profiling the same as GDPR: 4(4)
‘profiling’ means any form of automated processing of personal data consisting of the use of personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects concerning that natural person's performance at work, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements;]  [75:  Adapted from The United Nations General Assembly, Resolution adopted by the General Assembly 76/172 on December 2021, 2022.] 


2. Conduct ex ante and ex post assessments of profiling and screening systems, including ongoing reviews of the models, assumptions, risk indicators and categories of personal data processed in security and risk screening systems to ensure that they are necessary and proportionate, based on evidence demonstrating their effectiveness, and do not result in discriminatory outcomes. 

3. Prohibit the use of sensitive personal data[footnoteRef:76] and protected characteristics such as gender, racial or ethnic origin, religion or belief, health, age or sexual orientation in security and risk screening systems.[footnoteRef:77] [footnoteRef:78] [76:  Insert reference on sensitive/special category data ]  [77:  Adapted from European Data Protection Supervisor, Opinion on the Second EU Smart Borders Package, 2016, para. 67.]  [78:  Adapted from Special Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance, Report on Racial and Xenophobic discrimination and the use of digital technologies in border and immigration enforcement, 2021, para. 59.] 


4. Refrain from the use of and ban the use of polygraphs and emotion recognition technologies at international borders and in immigration and asylum procedures due to the high risk they pose to human rights.[footnoteRef:79] [79:  University of Essex & OHCHR, Digital Border Governance: A Human Rights Based Approach (2003: 24)] 


5. Prohibit automated decision-making in the case of negative outcomes of risk or security screening processes, including decisions to subject individuals to further checks and/or restrict rights to freedom of movement and access to commercial transport.[footnoteRef:80][footnoteRef:81] Ensure the right to an individual assessment, the right to an effective remedy, the right to appeal and review, and the right to communicate, except where the individual is claiming asylum, with a consular official of the State of origin in case of arrest, imprisonment, custody or detention in accordance with the Vienna Convention on Consular Relations.[footnoteRef:82] [80:  Working Group on the use of mercenaries as a means of violating human rights and impeding the exercise of the right of peoples to self-determination A/HRC/45/9, Impact of the use of private military and security services in immigration and border management on the protection of the rights of all migrants, 2020.]  [81:  Adapted from AWO, Report on Human Rights issues arising from the use of AI in counter-terrorism, p.19.]  [82:  The United Nations General Assembly, Resolution adopted by the General Assembly 76/172 on December 2021, 2022.] 


6. Ensure that border and law enforcement officials are trained appropriately to provide information or answer any questions regarding the use of technology and the processing of personal data in the context of screening and risk assessment processes, including the right to information regarding remedy and redress mechanisms. 

7. Subject risk and security screening systems and processes to periodic review by an independent oversight mechanism empowered to assess their human rights impact and impose requirements to ensure compliance with international human rights law.[footnoteRef:83]  [83:  Adapted from UNCCT, Human Rights at International Borders: A Trainer’s Guide, 2021, p.159, and from Guideline 19, OHCHR, 2017 Principles & Guidelines – Practical Guidance. See also, UN Human Rights Council, Annual report of the United Nations High Commissioner for Human Rights and reports of the Office of the High Commissioner and the Secretary-General, 2022.] 


Digital searches

8. Amend or repeal legislation and/or operational guidance to ensure the lawfulness of measures providing for the confiscation and extraction of personal data from mobile phones belonging to people on the move, whether to screen them for law enforcement, national security or status determination purposes, to ensure that such practices are only authorised where there are reasonable grounds to believe that it contains evidence in relation to a serious criminal offence. Contravention of immigration rules, such as crossing a border without authorisation, does not constitute such grounds and risks arbitrary violations of the rights to privacy and the protection of personal data, non-discrimination, freedom of expression and opinion, freedom of thought, protection of personal honour and reputation, and freedom of association and assembly. 

9. Ensure that any provision for the confiscation and extraction of personal data from mobile phones belonging to people on the move includes safeguards to protect human rights, including the rights of persons in vulnerable situations such as migrants in irregular situations, refugees and victims of human trafficking. Such safeguards should include judicial oversight, rules on the admissibility of extracted data in judicial and administrative proceedings; due process guarantees for defendants including disclosure regarding the process, method and software used to extract and analyse information; the protection of personal data including procedures for their extraction, minimisation, storage and deletion, purpose limitation and the protection of third parties; the restitution of property; and recourse to an independent redress mechanism. 

10. Amend or repeal legislation and/or operational guidance to limit the monitoring and or compulsory disclosure of social media accounts of people on the move to authorised situations in which there are reasonable grounds to believe that it contains evidence in relation to a serious criminal offence. Policies that impose indiscriminate requirements for checking the social media accounts of people on the move are unlikely to be considered proportionate; policies that single out certain individuals for checks based on discriminatory or political grounds do not comply with international human rights law.


[bookmark: _Toc134005252][bookmark: _Toc197944734]Guideline 8: Alternatives to immigration detention

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations and humanitarian organisations should:  

The use of digital border governance technologies as alternatives to detention 

1. Review the human rights impact of digitally enforced alternatives to detention to ensure that they are not used arbitrarily and represent the least invasive alternative measure to detention.[footnoteRef:84] Ensure that the use of digital technologies in alternatives to detention provides greater freedom and dignity to people in irregular migration situations and does not result in human rights violations, including inhuman and degrading treatment, discrimination and unjustified restrictions of the right to freedom of movement, the right to liberty and security of the person, the right to privacy and family life, the right to an adequate standard of health, the right to equality and the right to an effective remedy. [84:  CMW GC 5 on detention:_para 60] 


2. Ensure that alternative measures to detention do not amount to alternative forms of or de facto detention. The use of electronic tags, other wearable devices ‘smartphone’ applications and other measures to enforce home-based detention, surveillance and other restrictions on movement that emulate alternatives to detention in the criminal justice system are not appropriate for use in immigration and asylum procedures. Such measures may exacerbate the stigmatization of people on the move and increase the risk of discrimination against them.[footnoteRef:85]  [85:  CMW GC 5 on detention:_para 59] 


3. Ensure that the use of digital border governance technologies in alternatives to immigration detention are less restrictive than detention, have a clear legal basis, are applied on a case-by-case basis, necessary and proportionate to a legitimate aim, and subject to procedural safeguards including periodic review to ensure the legality of any restrictions.[footnoteRef:86]  [86:  CMW GC 5 on detention:_para 59; UNHCR Detention Guidelines (2012); UN Working Group on Arbitrary Detention – Revised Deliberation No. 5 (2018)] 


4. Ensure that people on the move subject to any such restrictions receive documentation explaining the laws and procedures to which they are subject and how to access to legal aid, consular assistance and a means by which they can seek redress from an independent oversight mechanism where they have cause for complaint or believe that their rights have been infringed.[footnoteRef:87]  [87:  Add ref] 


5. Prioritise community and engagement-based alternatives to detention and use information and communication technologies to facilitate access to public services such as health, education and welfare for people subject to alternative forms of detention. Provide assistance or alternative means of support to persons unable to access digital services.

[bookmark: _Toc197944735]Guideline 9: Data sharing, access to services and humanitarian assistance  

Data sharing, interoperability and access to services

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations and humanitarian organisations should:  

1. Amend or repeal legislation and/or operational guidance where necessary to prohibit the routine sharing of personal data concerning immigration status with other authorities in the same State and ensure that any such disclosure is expressly relevant to the exercise of duties related to the purpose for which the data is collected and processed.[footnoteRef:88][footnoteRef:89] Establish binding and effective “firewalls” between immigration enforcement authorities and public and private service providers to ensure purpose limitation and subject to strict access controls in order to protect individuals’ right to privacy and other human rights. [footnoteRef:90]  [88:  ICAO Convention on International Civil Aviation, Annex 9 Facilitation, Chapter 9 Passenger Data Exchange Systems, Section D, Standard 9.25, 2022.]  [89:  This is particularly important in respect to the linking or “interoperability” of databases established for the purposes of migration control, whether domestically or transnationally, which risks breaching the purpose limitation principle.]  [90:  Adapted from Guideline 10.11, OHCHR, 2014 Guidelines. See also Platform for International Cooperation on Undocumented Migrants, Input to the Special Rapporteur on contemporary forms of racism, xenophobia and related intolerance, 2020.] 

 
2. Ensure that any derogations from the purpose limitation principle and associated human rights safeguards are set out in law and necessary and proportionate in relation to the additional purpose(s) pursued and do not result in arbitrary violations of the right to privacy. Such laws should specify those purpose(s) and contain procedural safeguards to protect human rights, including safeguards geared to the needs and rights of persons in vulnerable situations. 

3. Ensure that where immigration control data is shared between authorities in the same State, the categories of data to be transferred and procedures to ensure that individuals are informed and able to exercise their rights in respect of transferred personal data are set out in legislation or supplementary data transfer agreements.[footnoteRef:91]  [91:  Adapted from Special Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance, Report on Racial and Xenophobic discrimination and the use of digital technologies in border and immigration enforcement, 2021, para. 66.] 


4. Adopt, amend or repeal data sharing agreements and administrative arrangements to ensure that transfers of immigration control data to authorities in other States are lawful, necessary and proportionate in the context of a specified legitimate aim and does not result in discrimination or facilitate breaches of the non-refoulement principle. Ensure that data concerning people who have applied for international protection is not shared with third countries until a final decision on their asylum application is taken. 

5. Ensure that where immigration control data is shared between authorities and/or States, international organisations, regional bodies and businesses it is subject to a binding legal agreement limiting the purposes for which the data may be used, prohibiting the further processing or onward transfer of such data, and containing provisions for individuals to exercise their rights in respect of the processing of their personal data by all contracting Parties.[footnoteRef:92] Data processing and/or joint controllership agreements should be published as a matter of best practice, or otherwise made available to data subjects upon request.   [92:  Adapted from Special Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance, Report on Racial and Xenophobic discrimination and the use of digital technologies in border and immigration enforcement, 2021, para. 66.] 


6. Implement strict measures to prevent unauthorised access, including the logging of all data use and measures to detect suspicious activity. Enable independent audit and ensure investigations and disciplinary action, including criminal investigations where appropriate, for cases of unlawful access and use of data.

7. Ensure that that personal data processed when people with irregular migration status access public or private services, including health, education and housing, or report crime, is not subject to mandatory reporting obligations resulting in arbitrary violations of the right to privacy or the creation of policy frameworks that have the effect of dissuading those individuals from seeking access to such services in contravention of their human, social and economic rights.[footnoteRef:93]  [93:  Ibid. ] 

 
8. Ensure that personal data concerning people on the move collected by humanitarian organisations is stored securely and not requested or used by States for purposes incompatible with the humanitarian nature of their work and the guiding principles of the humanitarian sector, particularly their independence, impartiality and neutrality, which are crucial in maintaining trust on the part of the beneficiaries of humanitarian action.[footnoteRef:94] [94:  The International Committee of the Red Cross and the International Federation of Red Cross and Red Crescent Societies, Follow-up on the outcomes of the 33th International Conference: Resolution 4 Restoring family links while respecting privacy , including as it related to data protection, 2019.] 


9. Make information concerning missing or deceased persons available to international organisations, humanitarian actors and civil society organisations in accordance with their mandates and public interest missions, including the search for missing persons and efforts to determine the fate or whereabouts of the missing, while respecting the rights to privacy and data protection of the individuals concerned. 

Prediction of population movements 

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations and humanitarian organisations should:
  
10. Ensure that the analysis and sharing of information to map, understand, predict and/or address migration movements is subject to applicable data protection rules, geared toward the provision of humanitarian assistance and consistent with the “do no harm” principle and good-faith implementation of relevant obligations under international law, including the fundamental human rights to leave a country and to seek and enjoy asylum in another.[footnoteRef:95] [95:  United Nations General Assembly, The Universal Declaration of Human Rights (UDHR), 1948.] 


11. Amend or repeal legislation and/or operational guidance to ensure that data concerning population movements, including but not limited to location data derived from individual use of telecommunications networks, data concerning people on the move derived from individual use of social media platforms and internet sites, and images from earth observation satellites is necessary and proportionate and used to perform justifiable functions in accordance with human rights norms and standards, including the planning of humanitarian assistance. Further ensure that such activities do not result in discrimination against particular groups of people, put human rights defenders at risk, or facilitate breaches of international human rights law, including the principle of non-refoulment and prohibition of collective expulsions.[footnoteRef:96]  [96:  Adapted from Recommended Guideline 3.16, OHCHR, 2014 Guidelines.] 



[bookmark: _Toc197944736][bookmark: _Toc134005254]Guideline 10: Access to justice and redress

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations should:

Access to adequate and effective remedies

1. Adopt or amend legislation to ensure that people on the move whose rights are violated in the context of the deployment of digital border governance technologies always have access to an independent and effective remedy or redress mechanism. These mechanisms must allow for complaints to be addressed fairly, irrespective of an individual’s migration status or presence in a State’s territory, and without fear of reprisal, detention or deportation as a consequence of their seeking justice.[footnoteRef:97] Ensure that where redress mechanisms for people on the move are unavailable or unsatisfactory, national human rights institutions and courts must be able to determine whether violations have taken place and provide appropriate redress for people on the move who are victims of human rights abuses.[footnoteRef:98] Utilise new technologies to ensure that victims are able to testify against perpetrators regardless of whether they are in the jurisdiction of the State or not. [97:  The United Nations General Assembly, Resolution adopted by the General Assembly 76/172 on December 2021, 2022.]  [98:  Ibid, Guideline 17.7.] 


2. Enshrine rights to information regarding the use and exchange of personal data, transparency of decision-making processes and the rights of affected individuals, including those granted in the event of detention,[footnoteRef:99] to ensure that the use of digital border governance technologies does not constitute a barrier to seeking or obtaining human rights remedies. Such information must be made available to individuals at the point at which their rights are affected, regardless of their immigration status, and provided in a format and language that they can understand. Additional and specific safeguards should be implemented to protect the children, the elderly, persons with disabilities, other individuals who may be in vulnerable situations and those who have specific needs in terms of access to information.[footnoteRef:100] Provide appropriate instructions and training to border officials involved in the implementation of digital border governance training to ensure that all people on the move are duly informed and aware of their rights.  [99:  Ref Vienna Convention 1963]  [100:  Adapted from European Data Protection Supervisor, Opinion on the Second EU Smart Borders Package, 2016, para. 67.] 


3. Establish, strengthen or mandate dedicated oversight bodies such as data protection supervisory authorities, programme-specific ombudspersons, national human rights institutions and other official mechanisms and procedures to receive, investigate and monitor allegations of human rights violations and to provide injunctive relief and prompt reparation for harm suffered when digital border governance technologies are deployed. [footnoteRef:101] Ensure that the use of digital border governance technologies is logged and documented to facilitate the preservation of evidence. Support all relevant actors to bring complaints concerning violations of human rights stemming from the use of digital border governance technologies.[footnoteRef:102] Develop procedures to allow groups of victims to present claims for reparation and to receive reparation, as appropriate.[footnoteRef:103] [101:  Ibid, Guideline 3.3.]  [102:  Ibid, Guideline 1.8.]  [103:  GA 60/147] 


4. Ensure that both State and private actors can be held accountable for human rights violations and abuses arising from their use of digital border governance technologies, including by investigation and prosecution when violations and abuses amount to criminal offences under national or international law.[footnoteRef:104] Impose sentences commensurate with the seriousness of the offence, and measures to ensure non repetition of such violations.[footnoteRef:105] [104:  Ibid, Guideline 1.10.]  [105:  Adapted from Guideline 2.10 and Principle 13, OHCHR, 2014 Guidelines ] 


5. Ensure that private actors concerned with the deployment of technological applications for border management purposes provide remedial and grievance mechanisms that are legitimate, accessible, predictable, equitable and human rights compatible. This includes non-State actors who may be engaged by States such as private security companies, military contractors, as well as other private actors who participate in the deployment of surveillance and security technologies. 

6. Ensure that judges, lawyers and prosecutors who are involved or may become involved in proceedings relating to the use of digital border governance technologies understand how the underlying systems and components work and are aware of relevant international human rights law and standards, associated jurisprudence and human rights guidance.[footnoteRef:106] [106:  Ibid, Guideline 3.7.] 



[bookmark: _Toc197944737]Guideline 11: Building human rights capacity 

Programmes for promoting and improving the rights of individuals crossing international borders

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations should:

1. Request and offer financial, technical and other assistance to strengthen human rights-based capacity for monitoring human rights’ compliance of digital border governance initiatives to States and other relevant stakeholders, including national human rights institutions and civil society.[footnoteRef:107] [107:  Adapted from Guideline 3.2, OHCHR, 2014 Guidelines.] 


2. Promote the inclusion of national human rights institutions and civil society actors in digital border governance programmes to enhance compliance with international human rights law, strengthen accountability and improve access to justice and accountability for violations of the rights of people on the move.[footnoteRef:108]  [108:  Adapted from OHCHR, Human rights violations at international borders: trends, prevention and accountability, A/HRC/50/31), April 2020] 


3. Undertake systematic and continuous efforts to sensitise and build the capacities of national bodies and businesses involved in the implementation of digital border governance, including the judiciary, police, border authorities, health and education personnel, civil servants, municipal and local government officials, civil society, and others, to promote and protect the rights of people on the move, combat discriminatory attitudes, practices and stereotypes arising from the use of technological developments, apply rights-based methods that are responsive to culture, gender and other factors, and ensure that all people on the move are duly informed and aware of their rights.[footnoteRef:109]  [109:  Adapted from Principle 1, Guideline 4, OHCHR, 2017 Principles & Guidelines – Practical Guidance.] 


4. Improve knowledge, building capacity and sensitising media professionals and outlets on the use of digital border governance technologies  and their impact on the human rights of people on the move.[footnoteRef:110]  [110:  Ibid, Principle 2, Guideline 6.] 


5. Combat mis/dis-information concerning the use and impact of digital border governance technologies where it poses risks to the rights and safety of people on the move. 

Codes of conduct

States and, where applicable, UN entities, international organisations and regional bodies should:

6. Develop and adopt binding codes of conduct for border authorities in accordance with international human rights norms, standards and best practices in technology-led border management activities, including the UN Code of Conduct for Law Enforcement Officials. Such codes of conduct should set out expected standards of behaviour and the consequences of failure to adhere to those standards when technologies are developed and deployed in a border management context and include appropriate monitoring and enforcement provisions.[footnoteRef:111] [111:  Adapted from Guideline 3.14, OHCHR, 2014 Guidelines.] 


7. Encourage the adoption of human rights-based codes of conduct for relevant stakeholders involved in the development and implementation of digital border governance policies, including UN entities, international organisations, regional bodies and businesses, that set out expected standards of behaviour, mechanisms for accountability and the consequences of failure to adhere to those standards.[footnoteRef:112] [112:  Ibid, Guideline 4.6.] 


Recruitment of officials 

States and, where applicable, UN entities, international organisations, regional should:

8. Implement rigorous recruitment and deployment procedures for border authorities and ensuring that recruitment criteria include knowledge of or openness to learn relevant human rights law obligations and their ability to apply these obligations in practice in digital border governance programmes. [footnoteRef:113] Consideration should be given to recruiting specially trained personnel and posting such personnel at high-traffic international borders and/or maintaining an up-to-date list of qualified professionals to attend on a needs basis in person or, in exceptional cases when prompt access cannot be guaranteed, remotely by phone or video-conference.[footnoteRef:114]  [113:  Ibid, Guideline 3.4.]  [114:  Ibid.] 


Training 

States and, where applicable, UN entities, international organisations, regional bodies, businesses, national human rights institutions, international and civil society organisations should:

9. Train border authorities on international human rights law and standards relevant to the use of digital border governance technologies in cooperation with international organisations and regional bodies, technology developers and service providers, civil society organisations and human rights experts, to practically build human rights capacity of border authorities in the performance of their day-to-day roles and responsibilities at international borders.[footnoteRef:115] Monitoring and periodically evaluating the impact of human rights training on border authorities, to evaluate and enhance the effectiveness of such training to ensure it leads to demonstrable improvements in human rights protection.[footnoteRef:116] Where border authorities cannot perform mandated tasks in accordance with international human rights law, appropriately trained personnel should be brought in to perform those functions.[footnoteRef:117] [115:  Ibid, Guideline 3.8.]  [116:  Adapted from Guideline 3.13, OHCHR, 2014 Guidelines.]  [117:  Ibid, Guideline 3.3.] 


10. Mainstream human rights training in all capacity building measures targeted at border authorities and private actors active at technology-led border management tasks. Such training should be ongoing to ensure that border authorities are kept abreast of emerging technology-related issues and human rights-based responses.[footnoteRef:118]  [118:  Ibid, Guideline 3.9 and Guideline 17.6.] 


11. Train policymakers, national human rights institutions and civil society organizations on digital border governance technologies and their human rights implications.

2

2
Draft OHCHR guidelines for consultation only. Please do not circulate without permission
image1.png
¢ N\ UNITED NATIONS
‘4\\& )/ HUMAN RIGHTS

OFFICE OF THE HIGH COMMISSIONER




