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About the Submitting Organization
DIGNITY is an international human rights and development organization. We prevent torture and violence, rehabilitate traumatized victims, and support local partner organisations in documenting serious human rights violations so that perpetrators are held accountable. Founded in 1982, DIGNITY is one of the world’s first anti-torture NGOs and specialized treatment centres for torture survivors. DIGNITY is headquartered in Copenhagen and has active partnerships with more than 30 local and international NGOs and research institutions in more than 20 countries around the world.

































I. Introduction
DIGNITY welcomes the opportunity to contribute to the Advisory Committee’s study on technology-facilitated gender-based violence (TFGBV) and its human rights implications. As an organization dedicated to the prevention of, and accountability for, torture and cruel, inhuman, or degrading treatment or punishment, DIGNITY submits this contribution to highlight the overlooked intersections between TFGBV and the international legal framework prohibiting torture and other ill-treatment. The following responds to question I.1 of the Advisory Committee’s questionnaire regarding which human rights are negatively impacted by technology-facilitated gender-based violence against women and girls. 
While TFGBV is most commonly examined through the lenses of gender discrimination, violence against women, and digital rights, it is critical to additionally recognize that certain forms of TFGBV share significant characteristics with acts of violence that have been found to constitute torture or ill-treatment under international law. A failure to apply the torture framework risks overlooking the cumulative and severe harm that TFGBV inflicts on victims, particularly those in marginalized or vulnerable communities.
II. The Overlooked Intersections Between TFGBV and Torture/Ill-Treatment
International law’s prohibition of torture and cruel, inhuman or degrading treatment is one of the few absolute human rights. Both torture and cruel, inhuman or degrading treatment are prohibited, without any exception, in the UN Convention against Torture,[endnoteRef:1] the International Covenant on Civil and Political Rights,[endnoteRef:2] the 1948 Geneva Conventions,[endnoteRef:3] numerous other international and regional human rights treaties,[endnoteRef:4] and national constitutions and legislative frameworks.[endnoteRef:5] This absolute prohibition is also regarded as customary international law and a non-derogable peremptory norm.[endnoteRef:6]  [1:  Articles 1-5, 16.]  [2:  Article 7.]  [3:  Common Article 3, Article 12. ]  [4:  Including the Convention on the Rights of the Child (art. 37), the Convention on the Rights of Persons with Disabilities (Art. 15), European Convention on Human Rights (Art. 3), Inter-American Convention on Human Rights (Art. 5), African Charter on Human and Peoples’ Rights (Art. 5).]  [5:  See Amnesty International, Universal Jurisdiction - A preliminary survey of legislation around the world, 2011, https://www.amnesty.org/en/wp-content/uploads/2021/06/ior530042011en.pdf. ]  [6:  See Prosecutor v. Anto Furundžija (Case No. IT-95-17/1-T, Judgment of 10 December 1998, Trial Chamber, International Criminal Tribunal for the Former Yugoslavia, Judicial Reports 1998, vol. 1, p. 466, at p. 569, paras. 153. See also International Law Commission, Draft conclusions on identification and legal consequences of peremptory norms of general international law (jus cogens) (2022), https://legal.un.org/docs/?path=../ilc/texts/instruments/english/draft_articles/1_14_2022.pdf&lang=EF. ] 

As such, the legal framework guaranteeing freedom from torture offers an incredibly durable framework from which to approach the harms emanating from technology facilitated violence. Moreover, TFGBV exhibits several characteristics that closely mirror forms of abuse that are habitually recognized as torture or other ill-treatment, including:
1. Cumulative Harm and the Legal Concept of Severe Suffering
International jurisprudence acknowledges that acts which may not meet the threshold of torture in isolation can rise to that level when experienced cumulatively over time. This concept of cumulative harm has been crucial in cases concerning prisoner isolation/solitary confinement,[endnoteRef:7] sleep deprivation,[endnoteRef:8] and other forms of sensory deprivation,[endnoteRef:9] which are recognized as methods of torture or ill-treatment due to their severe psychological and physiological effects. This framework provides a compelling lens through which to assess the long-term impact of TFGBV. [7:   Case of Suárez Rosero v. Ecuador, IACtHR, Judgment, 12 November 1997, Series C No. 35 , para. 91; Case of the "Street Children" (Villagrán Morales et al.) v. Guatemala, IACtHR, Judgment of 19 November 1999, Series C No. 63, para. 163; Schmidt and Šmigol v. Estonia, ECtHR, No. 3501/20, Judgment, 28 November 2023, paras. 133, 140, 149-163 (The Court therefore considered that the practice of long consecutive periods of solitary confinement was, in principle, incompatible with Article 3, save for the Government being able to present compelling reasons as to the existence of exceptional circumstances that would justify such a practice and to show that such disciplinary punishment was indeed used as a last resort.); N.T. v. Russia, ECtHR, No. 14727/11, Judgment, 2 June 2020, para. 45; Ivan Karpenko v. Ukraine, ECtHR, No. 45397/13, Judgment, 16 March 2022, paras. 58-65. See also Ramirez Sanchez v. France, ECtHR, No. 59450/00, Judgment, 4 July 2006, paras. 131-150.]  [8:  Yakovenko v. Ukraine, ECtHR, No. 15825/06, Judgment, 25 January 2008, para. 85; Guliyev v. Russia, ECtHR, No. 24650/02, Judgment, 19 September 2008, paras. 61-65. See Protocol on Medico-Legal Documentation of Sleep Deprivation, P. Pérez-Sales, E. Søndergaard, E. Shir, M. Brasholt, E. Cakal, Torture Journal, Vol. 29(2), 2019, https://tidsskrift.dk/torture-journal/article/view/116320/164900. ]  [9:  “The Darkness”: Deprivation of sunlight as a form of torture, J. Kilpatrick, S. Crosby, B. Chisholm, Torture Journal V.33(1) 2023, https://tidsskrift.dk/torture-journal/article/view/133860/181164. ] 

For example, sleep deprivation has long been identified as a technique of psychological torture due to its ability to impair cognitive function, heighten emotional distress, and induce severe anxiety.[endnoteRef:10] Studies indicate that prolonged sleep deprivation leads to heightened emotional reactivity, reduced inhibition, and increased susceptibility to fear and psychological coercion.[endnoteRef:11]  [10:  Yakovenko v. Ukraine, ECtHR, No. 15825/06, Judgment, 25 January 2008, para. 85; Guliyev v. Russia, ECtHR, No. 24650/02, Judgment, 19 September 2008, paras. 61-65. See Protocol on Medico-Legal Documentation of Sleep Deprivation, P. Pérez-Sales, E. Søndergaard, E. Shir, M. Brasholt, E. Cakal, Torture Journal, Vol. 29(2), 2019, https://tidsskrift.dk/torture-journal/article/view/116320/164900. ]  [11:  Cakal. E. (2019). Befogging reason, undermining will: Understanding sleep deprivation as torture and other Ill-treatment in international l aw.  Torture Journal 29(2),11–22; Social interactions, emotion and sleep: A systematic review and research agenda, Beattie, L., Kyle, S. D., Espie, C. A., & Biello, S. M. (2015), Sleep Medicine Reviews, 24, 83–100; Pires, G. N., Bezerra, A. G., Tufik, S., & Andersen, M. L. (2016). Effects of acute sleep deprivation on state anxiety levels: a systematic review and meta-analysis. Sleep Medicine, 24, 109–118.] 

Victims of TFGBV often experience similar patterns of harm due to the relentless nature of online attacks—continuous exposure to threats, harassment, and digital surveillance can lead to severe stress, anxiety, and cognitive overload, which impairs a person’s ability to function and exercise agency in their online and offline lives. The intentional and prolonged nature of such campaigns mirrors the structural elements of sleep deprivation used in coercive settings, where suffering is deliberately inflicted through sustained, inescapable psychological pressure.
Similarly, research has shown that environments characterized by unpredictability and lack of control exert the greatest impact on anxiety and fear.[endnoteRef:12] Indeed, so-called “torturing environments” employ “conditions or practices that obliterate the control and will of a detainee and that compromise the self.”[endnoteRef:13] In many contexts these conditions are created through the cumulative effect of “conditions of detention (even if they are not harsh conditions), isolation (including being alone with one’s thoughts), lack of control and uncertainty about what will happen next, how long the situation will last and the potential consequences.”[endnoteRef:14] Victims of TFGBV, particularly women journalists, human rights defenders, and political figures, frequently find themselves in a similarly unpredictable and uncontrollable environment.[endnoteRef:15] Online abuse is not only persistent but also amplified through social media algorithms, making it difficult for victims to anticipate when the next wave of harassment will come. Sustained online abuse leads to emotional, psychological, some even physical exhaustion and confusion that targets the victim’s sense of security and identity. The inability to control one’s exposure to TFGBV—whether through threats, deep-fake pornography, doxxing, or misogynistic hate speech—creates an environment of fear and instability that has a comparable cumulative effect on mental health. [12:  “The Darkness”: Deprivation of sunlight as a form of torture, J. Kilpatrick, S. Crosby, B. Chisholm, Torture Journal V.33(1) 2023, https://tidsskrift.dk/torture-journal/article/view/133860/181164; Başoğlu, M,  Livanou, M, Crnobaric ́, C (2007) Torture vs Other Cruel, Inhuman, and Degrading Treatment Is the Distinction Real or Apparent? Arch Gen Psychiatry Vol 64, 277-283; Mineka S, Kelly K. The relationship between anxiety, lack of control and loss of control. In: Steptoe A, Appels A, eds. Stress, Personal Control and Health. Brussels, Belgium: Wiley; 1989:163-191; Mineka S, Zinbarg R. (2006) A contemporary learning theory perspective on the etiology of anxiety disorders: it’s not what you thought it was. Am Psychol. 2006; 61:10-26.]  [13:  P. Perez-Sales, Psychological Torture, p.439, https://www.pauperez.cat/wp-content/uploads/2022/11/Perez-Sales-Psychological-Torture-in-Research-Handbook-on-Torture.pdf. ]  [14:  P. Perez-Sales, Drawing the fine line between interrogation and torture: towards a Universal Protocol on Investigative Interviewing, Torture Journal V.27(2) 2017, https://tidsskrift.dk/torture-journal/article/download/97234/146033. ]  [15:  See Lawyers for Justice in Libya, “We Will Not be Silenced”: Online Violence against Women in Libya, 2022, https://uploads-ssl.webflow.com/5a0d8805f2f99e00014b1414/6047a914cc7f78cd72e3c3ea_LFJL%20Online%20Violence%20Against%20Women%20Report_EN.pdf.] 

A single instance of online harassment may not meet the threshold of severe suffering under international law, but when these acts are prolonged, targeted, and designed to cause psychological distress, they must be assessed within the framework of cumulative harm. Just as a few hours of interrupted sleep or lack of sunlight may not constitute torture but several days does, a single sexual harassing comment may not rise to the level of torture, but months or years of sustained online abuse, public shaming, and digital surveillance may. In sum, recognizing TFGBV through the lens of cumulative harm allows for a more accurate legal and human rights-based assessment of its severity and its overlaps with the right to be free from torture and other ill-treatment.


2. Lack of Meaningful Human Engagement
The concept of “meaningful human contact” has been explored in cases of social isolation and/or solitary confinement, where individuals deprived of empathetic social interaction suffer serious psychological deterioration amounting to torture or ill-treatment. [endnoteRef:16]  [16:  See Piechowicz v. Poland, ECtHR, No. 20071/07, Judgment, 17 July 2012, paras. 166-178; Horych v. Poland, ECtHR, No. 13621/08, Judgment, 17 July 2012, paras. 93-103; Paluch v. Poland, ECtHR, No. 57292/12, 16 May 2016, paras. 37-48; Karwowski v. Poland, ECtHR, No. 29869/13, Judgment, 21 July 2016, paras. 33-43.; Öcalan v. Turkey (no. 2), ECtHR, Nos. 24069/03, 197/04, 6201/06 and 10464/07, Judgment (Excerpts), 18 March 2014, paras. 146-149. See fn 10 supra.  See also U.N. Docs. A/66/268, para. 21; E/CN.4/1999/61, para. 394;  E/CN.4/2003/68, para. 26 (m).] 

While noting that there are important differences in degree between the isolation inherent in detention versus online settings, there is also a kernel of commonality between them.[endnoteRef:17]  Just as prison authorities have determined that isolation is an effective, if unlawful, tool for control and compliance, online abusers instinctively understand the power in literally digitally isolating and invoking feelings of isolation in victims. In both contexts, isolation—whether enforced through physical confinement or through sustained digital abuse—diminishes the victim’s agency, restricts their participation in social interactions, and leads to emotional or psychological distress. The relentless nature of TFGBV can create an environment where victims feel trapped, as attempts to engage online often result in further harassment, while withdrawal comes at the cost of personal expression and social interactions. This cycle of harm shares the erosion of autonomy seen in physical confinement, where the loss of control over one’s environment deepens feelings of powerlessness. By framing TFGBV as a form of coerced isolation, it becomes evident that its impact extends beyond the immediate abuse, creating long-term social and psychological harm akin to more recognizable forms of ill-treatment. [17:  See Report of the UN Special Rapporteur against Torture on Psychological Torture, UN Doc. A/HRC/43/49, 20 March 2020, para. 75, “Individuals or groups systematically targeted by cybersurveillance and cyberharassment are generally left without any effective means of defence, escape or selfprotection and, at least in this respect, often find themselves in a situation of “powerlessness” comparable to physical custody.”] 

The combination of psychological distress, reputational harm, and fear of continued abuse effectively isolates the victim, reinforcing the severity of their suffering. Victims of prolonged online harassment often experience a shrinking of their social and professional networks, as they disengage from public discourse to protect themselves from further harm. Such forced withdrawal not only silences victims but also reinforces their sense of helplessness.
3. Threats as Torture and Threats Online
International law recognizes that certain threats and their resulting trauma, psychiatric disorders and even physical symptoms like pain, can amount to torture or ill-treatment.[endnoteRef:18] The jurisprudence focuses on whether threats are real, credible, and immediate, though definitions of these terms remain ambiguous.[endnoteRef:19] Notably, the 21st century’s explosion of digital information and surveillance technologies has created new and highly effective avenues to issue and act on threats. [endnoteRef:20] On these new platforms and with these new tools, victims of TFGBV frequently receive threats of sexual violence, death, and professional ruin, often from anonymous sources, making immediacy unclear but credibility significant—particularly in societies where gender-based violence is prevalent. [18:  See Perception, practice and proximity: Qualifying threats as psychological torture in international law, E. Cakal, Torture Journal V.31(1) 2021, at p. 22-24, https://tidsskrift.dk/torture-journal/article/view/118633/172523.]  [19:  See Perception, practice and proximity: Qualifying threats as psychological torture in international law, E. Cakal, Torture Journal V.31(1) 2021, at p. 24-28, https://tidsskrift.dk/torture-journal/article/view/118633/172523.]  [20:  See Report of the UN Special Rapporteur against Torture on Psychological Torture, UN Doc. A/HRC/43/49, 20 March 2020, para. 74, “The delivery of serious threats through anonymous phone calls has long been a widespread method of remotely inflicting fear. With the advent of the internet, particularly State security services have been reported to use cyber-technology, both in their own territory and abroad, for the systematic surveillance of a wide range of individuals and/or for the direct interference with their unhindered access to cyber technology (A/HRC/32/L.20; A/HRC/38/L.10/Rev.1). Moreover, electronic communication services, social media platforms and search engines provide an ideal environment both for the anonymous delivery of targeted threats, sexual harassment and extortion, but also for the mass-dissemination of intimidating, defamatory, degrading, deceptive or discriminatory narratives.”] 


Courts have also recognized that threats are more coercive in environments of power imbalance—such as detention or interrogation.[endnoteRef:21] Similarly, TFGBV occurs in a coercive digital space where victims endure relentless monitoring, humiliation, and fear of escalation to offline violence. Additionally, threats against third parties, such as family members, have been evaluated through a torture lens, which is notable because many victims of TFGBV experience threats targeting their children, partners, or colleagues.[endnoteRef:22] [21:  Bouyid v. Belgium, ECHR, No 23380/09, Judgment [GC], para. 107; Magee v. the UK, ECtHR, No. 28135/95, Judgment, 2000, para. 43; Dickerson v. United States, United States Supreme Court, 530 US 428 (2000); Oregon v. Mathiason, Supreme Court of Oregon, 424 US 492 (1977).]  [22:  Case of Maritza Urrutia v. Guatemala, IACtHR, Merits, Reparations and Costs, Judgment, 27 November 2003, Series C No. 103, para. 85.] 

Sustained online threats can produce severe anxiety, social withdrawal, and hyper-vigilance—effects comparable to recognized forms of psychological torture. While not all TFGBV constitutes torture or ill-treatment, the existing jurisprudence on threats provides a valuable framework for assessing when digital threats cross the threshold of severe suffering. 
4. Disproportionate Targeting of Marginalized Groups
The torture prevention movement has long recognized that when egregious violence is often used to silence, control, or suppress certain groups—such as political activists, journalists, and human rights defenders.[endnoteRef:23] Similarly, torture scholars have observed that “powerlessness” is central to the occurrence of torture.[endnoteRef:24] TFGBV follows a similar pattern, disproportionately targeting women, LGBTQ+ individuals, and other marginalized communities who challenge dominant power structures. Online abuse, deepfake pornography, cyber-surveillance, and coordinated digital harassment are frequently used to silence these voices, forcing victims into self-censorship, social withdrawal, and even exile from digital and physical spaces. [23:  See generally report of the UN Special Rapporteur against Torture, Report on Extra-custodial use of force and the prohibition of torture and other cruel, inhuman or degrading treatment or punishment, U.N. Doc. A/72/178, 20 July 2017, https://docs.un.org/A/72/178. ]  [24:  Nowak, M. & McArthur, E.,The Distinction between Torture and Cruel, Inhuman or Degrading Treatment, Torture Journal, Vol. 16(3) 2006, p. 150; Nowak, M. & McArthur E., United Nations Convention Against Torture: A Commentary., New York: Oxford University Press, 2006, p. 76; See Report of the UN Special Rapporteur against Torture on Psychological Torture, UN Doc. A/HRC/43/49, 20 March 2020, para. 41. ] 

This aligns with the concept of “torturable populations,” which refers to groups rendered particularly vulnerable to harm due to structural inequalities, hierarchies of worth, and societal biases.[endnoteRef:25] Certain groups—such as women in political and public life, transgender individuals, and human rights defenders—are more easily subjected to sustained psychological harm because they are already positioned as “legitimate” targets within systems of gendered and social oppression. As research on torture suggests, suffering is often inflicted not simply for individual actions but because of the victim’s identity and their perceived disruption of social order.[endnoteRef:26] [25:  A. Jefferson, Deciphering and Detoxifying Torturing Societies and Torturable Populations, Transcience Vol. 15(1) 2024, https://www2.hu-berlin.de/transcience/Vol15_No1_S4_S21.pdf. ]  [26:  A. Jefferson, Deciphering and Detoxifying Torturing Societies and Torturable Populations, Transcience Vol. 15(1) 2024, https://www2.hu-berlin.de/transcience/Vol15_No1_S4_S21.pdf. ] 

Furthermore, the “torturing society” framework highlights how deeply embedded power structures normalize and sustain forms of violence, often making it appear as an inevitable consequence rather than an injustice.[endnoteRef:27] TFGBV operates within this paradigm, as digital platforms become spaces where misogynistic, racist, and homophobic violence are not only tolerated but systematically reinforced through algorithmic amplification and inadequate accountability measures.  [27:  A. Jefferson, Deciphering and Detoxifying Torturing Societies and Torturable Populations, Transcience Vol. 15(1) 2024, https://www2.hu-berlin.de/transcience/Vol15_No1_S4_S21.pdf. 
] 




III. The Need for a Torture Framework in Addressing TFGBV
Applying the torture framework to TFGBV does not mean asserting that all forms of online violence constitute torture. Rather, it means recognizing that the legal tools used to assess cumulative harm, psychological coercion, and severe suffering are highly relevant in this context. The torture framework provides a well-established means of understanding how persistent and targeted TFGBV can reach the threshold of and other ill-treatment.
DIGNITY highlights the need for the Advisory Committee’s study to:
· Recognize the potential for certain forms of TFGBV to result in severe psychological suffering that may constitute T/CIDTP, particularly when the abuse is systematic and sustained.
· Include an analysis of the torture framework in the forthcoming report to ensure a comprehensive approach to the human rights impact of TFGBV.
· Call for engagement by the UN Committee Against Torture and the UN Special Rapporteur on Torture to explore the evolving nature of digital threats and their implications for the prohibition of torture.
IV. Conclusion
The international prohibition of torture and ill-treatment is a strongly anchored and richly fertile field of human rights law that must be applied to modern forms of harm, including TFGBV. By integrating the torture framework into its analysis, the Advisory Committee can contribute to a more nuanced and legally grounded understanding of the severe impact of TFGBV.
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