Submission to the Human Rights Council Advisory Committee: Addressing Non-Consensual Intimate Image Abuse in the Context of Neurotechnology

Introduction: Addressing Technology-Facilitated Gender-Based Violence (TFGBV)
The South West Grid for Learning (SWGfL) is a UK-based charity dedicated to safeguarding individuals from online harm, including Non-Consensual Intimate Image (NCII) abuse. Through initiatives such as the Revenge Porn Helpline and StopNCII.org, SWGfL has provided direct victim support, legal guidance, and technological interventions to combat the dissemination of NCII. In collaboration with the United Nations Office on Drugs and Crime (UNODC), SWGfL has contributed to the global strategy addressing NCII, particularly within the framework of the UN Cybercrime Convention, which now explicitly includes NCII as a cyber-enabled crime.
As neurotechnologies evolve, they introduce new risks to human rights, particularly concerning NCII and technology-facilitated violence against women and girls (TFVAWG). This submission highlights key challenges, evidence-based insights, and recommendations for legislative, regulatory, and policy interventions to mitigate these risks.
National Legal Framework and TFGBV Challenges
UK Legislative Landscape
The UK has taken significant steps to address online harms, particularly through:
· The Online Safety Act 2023: Criminalising NCII abuse and introducing obligations on platforms to remove harmful content swiftly.
· The Data Protection Act 2018 (UK GDPR): Governing personal data processing, but lacking explicit provisions on neural data and mental privacy.
· The Malicious Communications Act 1988 and Protection from Harassment Act 1997: Offering recourse for victims of online abuse, though enforcement remains inconsistent.
Despite these measures, gaps persist in addressing deepfake NCII abuse, particularly concerning AI-generated synthetic images that do not require an original photo of the victim. Neurotechnologies may exacerbate these risks, warranting explicit regulatory measures.
Privacy, Data Protection, and TFGBV-Related Risks
Neurotechnology introduces a new frontier of privacy risks. While the UK GDPR protects personal data, it does not explicitly regulate personal brain data (e.g., neural patterns, cognitive responses). Neurotechnology could be exploited to extract, manipulate, or fabricate intimate content in ways existing frameworks fail to address.
Deepfake and Neural Data Risks
SWGfL has observed a rapid rise in AI-generated NCII content, as evidenced in the 2023 Revenge Porn Helpline report, where deepfake cases increased by over 300% compared to 2022. The ability to synthesize realistic intimate images from brainwave data could further exacerbate this crisis.
Key Evidence:
· StopNCII.org Impact: Over 1,000,000 digital fingerprints (hashes) generated to prevent NCII dissemination across partner platforms and has actively prevented the sharing of over 22,500 NCII images.
· Revenge Porn Helpline Data (2023): Nearly 19,000 cases reported, with a 106% increase in NCII reports compared to 2022.
· SWGfL estimates that there are probably 50million women (aged over 18 years old) across the world who experience NCII annually with likely over 63million NCII images
These trends underscore the urgent need for robust mental privacy protections and neural data governance.
Regulatory Gaps and Legal Interventions for TFGBV
Domestic Regulatory Gaps
1. Lack of specific neural data protection under UK law, leaving individuals vulnerable to brain-data exploitation.
2. Gaps in AI-generated NCII legislation, as deepfake pornography remains difficult to regulate under current statutes.
3. Weak enforcement mechanisms: While legislation exists, victims report slow takedown responses and inadequate law enforcement intervention.
Proposed Legal & Policy Measures
1. Incorporate "mental privacy" into UK data protection laws, ensuring neural data is safeguarded.
2. Expand deepfake criminalisation under the Online Safety Act, explicitly including NCII deepfake generation as an offence.
3. Mandate proactive AI detection tools for NCII on social platforms, drawing from StopNCII.org’s hash-based content detection model.
International Framework and TFGBV Challenges
While the UN Cybercrime Convention now includes NCII, further international measures are required to combat cross-border digital abuse effectively.
Key Gaps in the International Framework
1. No universal legal definition of NCII abuse, leading to inconsistent enforcement across jurisdictions.
2. Lack of mandatory obligations on technology platforms to prevent NCII dissemination.
3. Limited cooperation mechanisms for NCII victim support services across countries.
Proposed International Measures
1. Global NCII regulatory standards: A UN framework requiring social media platforms and AI developers to proactively mitigate NCII.
2. International victim support mechanisms: Establishing cross-border collaboration for takedowns, modelled on StopNCII.org.
3. AI & neurotech governance framework: Developing UN-led ethical guidelines for neurotechnology use to prevent misuse.
Oversight Mechanisms and Preventative Strategies for TFGBV
Given the rapid evolution of neurotechnology, oversight should involve multiple stakeholders, including:
· United Nations Office on Drugs and Crime (UNODC): Enhancing cybercrime frameworks to combat NCII and deepfake abuse.
· International Telecommunications Union (ITU): Setting global ethical standards for neurotechnology use.
· Industry accountability mechanisms: Strengthening collaboration with platforms like Meta, TikTok, and Microsoft, which have already partnered with StopNCII.org.
Conclusion
The intersection of neurotechnology, AI, and NCII abuse presents urgent human rights challenges. SWGfL urges the Advisory Committee to:
· Strengthen international regulatory protections for victims of NCII and neurotechnology-related abuses.
· Expand legal definitions of NCII to include AI-generated deepfake content.
· Mandate platform accountability measures, ensuring proactive hash-based NCII detection.
· Develop ethical neurotechnology guidelines, preventing misuse in digital abuse contexts.
SWGfL remains committed to collaborating with global stakeholders, including the OHCHR, UNODC, and technology platforms, to ensure that emerging neurotechnologies do not erode fundamental human rights.
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Additional Information
The Revenge Porn Helpline was launched in 2015 as the UK’s only dedicated support service for adults affected by Non-Consensual Intimate Image (NCII) abuse. 
Since its inception, the Helpline has provided confidential support, legal guidance, and content removal assistance to thousands of victims. 
The caseload has increased dramatically over the years, with the 2023 Annual Report revealing a 106% rise in cases compared to 2022. 
In 2023 alone, the Helpline handled nearly 19,000 reports of NCII abuse, reflecting both the growing awareness of the issue and the increasing scale of online harm.


StopNCII.org is a pioneering global tool designed to prevent the spread of non-consensual intimate images online. 
Developed by SWGfL in collaboration with technology partners, the platform empowers individuals by allowing them to create secure digital fingerprints (hashes) 
of their images, which participating platforms use to detect and prevent unauthorized uploads. 
Since its launch in 2021, StopNCII.org has successfully prevented the sharing of over 22,500 NCII images, helping thousands of victims protect their digital dignity. 
The platform represents a landmark approach to combating NCII, working closely with leading social media and technology companies to proactively address image-based abuse.

