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The Glion Recommendations on
Implementing the Rabat Plan of Action in the Digital Age
	Executive Summary
[To be added once the document has been finalized.]


A. Preface
1. The Rabat Plan of Action, adopted in 2012, is a landmark document which provides detailed and nuanced guidance on addressing advocacy of national, racial or religious hatred that constitutes incitement to discrimination, hostility or violence (hereinafter referred to as ‘incitement’), as stipulated in Article 20(2) of the International Covenant on Civil and Political Rights (ICCPR).[footnoteRef:1] It was born out of extensive dialogue and takes a balanced and comprehensive approach to addressing incitement, driven by the understanding that the rights to freedom of expression, freedom of religion or belief, and equality and non-discrimination are mutually interdependent and reinforcing. Since the adoption of the Rabat Plan of Action in 2012, the rapid expansion of social media, combined with evolving content moderation standards and the dynamics of virality, has enabled hatred to be created, disseminated and amplified online in new and unprecedented ways. The increasing use of artificial intelligence and other emerging technologies has further enhanced the capacity to generate and spread hateful content. [1:  https://www.ohchr.org/en/documents/outcome-documents/rabat-plan-action ] 

2. In April 2026, the Directorate of International Law of the Federal Department of Foreign Affairs of Switzerland, in cooperation with ARTICLE 19 and the Office of the United Nations High Commissioner for Human Rights (OHCHR), organized an expert workshop in Glion, Switzerland. The expert workshop brought together representatives of governments, international organizations, technology companies, civil society and academia to discuss and identify solutions to ensure the consistent interpretation and practical implementation of the Rabat Plan of Action in the digital age.
3. This document presents observations that are informed by the discussions during the expert workshop and by subsequent consultation. It also provides recommendations to States and other stakeholders – including technology companies, international and regional organizations, civil society and faith-based actors – to operationalize the Rabat Plan of Action in the digital age. 
4. The recommendations build upon and should be read in conjunction with the Rabat Plan of Action and related initiatives. The latter include inter alia Human Rights Council Resolution 16/18 and the Istanbul Process (since 2011),[footnoteRef:2] the Beirut Declaration and its 18 Commitments on Faith for Rights (2017),[footnoteRef:3] the Fez Plan of Action for Religious Leaders and Actors to Prevent Incitement to Violence that Could Lead to Atrocity Crimes (2017),[footnoteRef:4] the United Nations Strategy and Plan of Action on Hate Speech (2019),[footnoteRef:5] the Tirana Framework for Confronting Intolerance (2025),[footnoteRef:6] the Bangkok Declaration on Dharmic Perspectives on Faith for Rights (2025),[footnoteRef:7] and the Oslo Consultations on Combating Religious Intolerance (2026).[footnoteRef:8] [2:  https://www.ohchr.org/en/minorities/combating-intolerance-against-persons-based-religion-or-belief ]  [3:  https://www.ohchr.org/en/faith-for-rights ]  [4:  https://www.un.org/sites/un2.un.org/files/plan_of_action_religious-rev5.pdf ]  [5:  https://www.un.org/sites/un2.un.org/files/un_strategy_and_plan_of_action_on_hate_speech_18_june_synopsis.pdf ]  [6:  https://www.legal-tools.org/doc/kvj8a9uq/pdf ]  [7:  https://www.ohchr.org/sites/default/files/documents/issues/religion/faithforrights/faith4rights-bangkok-declaration.pdf ]  [8:  https://www.jus.uio.no/smr/english/about/current/events/2026/rapport-osloccri---final-draft-for-input.pdf ] 

B. Context 
5. The Rabat Plan of Action was developed to address the relationship between the right to freedom of expression, as protected under Article 19 of the ICCPR, and the prohibition of incitement, as stipulated in Article 20(2).[footnoteRef:9] Under Article 20(2) of the ICCPR, States are required to prohibit by law, including through criminal, civil and administrative measures, any advocacy of national, racial or religious hatred that constitutes incitement to discrimination, hostility or violence. Any restriction on the right to freedom of expression, whether or not it reaches the threshold of incitement, must comply with the requirements for limitations set out in Article 19(3) of the ICCPR.  [9:  Report of the United Nations High Commissioner for Human Rights on the expert workshops on the prohibition of incitement to national, racial or religious hatred, 11 January 2013, A/HRC/22/17/Add.4, para. 6. ] 

6. Incitement is only one category of expression that may fall within the broader concept of hate speech. The latter may include:
a) Hate speech that must be prohibited: States must prohibit certain forms of hate speech, including incitement under Article 20 (2) of the ICCPR, as well as other forms of expression under international criminal law, notably under the Genocide Convention and the Rome Statute of the International Criminal Court.
b) Hate speech that may be prohibited: States may prohibit other forms of hate speech, provided they comply with the requirements of legality, legitimacy, necessity and proportionality under Article 19(3) of the ICCPR.
c) Hate speech that should not be restricted: States must refrain from restricting other forms of hate speech that may be considered harmful or offensive yet does not meet the thresholds described above and is protected from restriction under Article 19 of the ICCPR.[footnoteRef:10] [10:  ARTICLE 19 (2019), “‘Hate speech’ Explained: A Toolkit”. See also Rabat Plan of Action, para. 20.] 

7. The obligation to address hate speech also derives from the obligation to guarantee equality in the enjoyment of human rights and the principle of non-discrimination. States must adopt a legislative framework that adequately recognizes and protects the right to non-discrimination.[footnoteRef:11] International and national adjudicators have increasingly applied the law of the ban on discrimination. in cases concerning hate speech.  [11:  OHCHR and Equal Rights Trust, "Protecting Minority Rights: A Practical Guide to Developing Comprehensive Anti-Discrimination Legislation” (see especially its Part Five: Discrimination and Expression), Geneva 2023.  ] 

8. The Rabat Plan of Action sets out conclusions and recommendations aimed at better guiding stakeholders, including the national legislator and judiciary, in implementing the international obligation to prohibit incitement.[footnoteRef:12] One of its key contributions is the threshold test it proposes to determine the severity necessary to criminalize incitement, a measure which should be seen as last resort and applied only in strictly justifiable situations.[footnoteRef:13] The threshold test takes into account: (1) the social and political context, (2) status of the speaker, (3) intent to incite the audience against a target group, (4) content and form of the speech, (5) extent of its dissemination, and (6) likelihood of harm.  [12:  A/HRC/22/17/Add.4, Appendix, para. 13. ]  [13:  Ibid., paras. 29 and 34.] 

9. This six-part threshold test was designed to provide guidance as when the criminal law might be applied in matters related to expression. The application of the criminal law in many cases implies the threat of deprivation of liberty, a stringent measure which can chill public discourse. There are documented cases of abuse of these provisions to suppress legitimate dissent and disfavoured voices. 
10. The use of criminal law should therefore be considered an exceptional measure of last resort while civil or administrative sanctions or remedies should be considered and prioritised in addressing hate speech. The Rabat Plan of Action also emphasizes that legal responses are “only part of a larger toolbox to respond to the challenges of hate speech” and it recommends measures “geared towards a plurality of policies and measures nurturing social consciousness, tolerance and understanding change and public discussion” as fundamental to complement legal measures.[footnoteRef:14]  [14:  Ibid., para. 35.] 

11. Since the adoption of the Rabat Plan of Action in 2012, the digital age has brought new opportunities for exercising the right to freedom of expression. Increased connectivity[footnoteRef:15] has lowered traditional barriers for religious groups and minorities to exercise their right to freedom of expression, enabling them to connect, organise, and participate in public discourse. However, digital technologies have also transformed the scale, speed and reach of hateful expression, enabling content that may amount to incitement to be disseminated and amplified rapidly across borders and jurisdictions. In addition, online hate speech has become increasingly sophisticated in form and presentation, in some case relying on coded messaging and “dog whistle”. [15:  According to the ITU, 74% of the world’s population are online in 2025, yet 2.2 billion people remain offline.] 

12. Since 2012, technology companies have also emerged as central actors in debates around online hate speech. In their early years, social media platforms were widely regarded as a force for democratising communication, expanding opportunities for free expression and facilitating connections between people. Yet it is currently recognized that a small number of large technology companies exercise substantial control over what many people are able to see and say online. These companies have also faced criticism for business models that prioritize user engagement and monetize emotional reactions, as well as for failing to respond effectively to harmful content.
13. As technology continues to evolve rapidly, concerns are not limited to social media companies alone. Companies developing and operating generative artificial intelligence systems and chatbots have also become increasingly relevant actors in the creation, dissemination, amplification and consumption of online content. 
14. As a result, the regulation and restriction of different types of hate speech has become increasingly complex. Regulatory measures directed not at individual users but at the companies hosting or distributing content can have significant implications for the right to freedom of expression. At the same time, regulatory and policy responses have often oscillated between insufficient enforcement against inciting content and demanding, or at least incentivizing, expansive content moderation practices by social media companies that risk over-removal of protected expression. This further highlights the need for examining the Rabat Plan of Action in a way that remains consistent with international human rights law while also accounting for the practical role and responsibilities of technology companies. 
15. While there are certain factors that may make the proliferation of online hate speech more widespread, it is important not to lose sight of the underlying conditions that allow such content to resonate. Economic insecurity, rising inequality and periods of social disruption (e.g. during a pandemic or an armed conflict) have contributed to a weakening of trust in institutions and democratic processes. In such contexts, simplified and polarizing narratives that blame particular communities or outsiders for complex problems are more likely to resonate in society. Online hate speech reflects pressures already present in society and is a symptom, rather than a cause, of a broader breakdown in social cohesion and trust which digital platforms then intensify and make more visible. The challenges posed by online incitement and other forms of hate speech also reflect wider structural problems within the digital information ecosystem, including algorithmic amplification, limited transparency and concentration of communicative power in a small number of private actors.
C. Observations from the Glion Expert Workshop
I. Roles of States 
16. Although there is rightfully increased attention on tech companies’ ever-growing influence on the creation, dissemination and consumption online hate speech, States are the primary duty bearers under international human rights law. Online hate speech can impact a range of rights established under the core international human rights treaties, including freedom of expression as well as the right to equality and non-discrimination. International law places positive obligations on States to safeguard these rights, protect them from disproportionate interference by private actors and remedy any violations. 
17. This starts by adopting an appropriate legislative framework that adequately recognizes and protects the right to non-discrimination.[footnoteRef:16] Furthermore, online hate speech should be understood as a visible expression of deeper social and political tensions, discrimination of individuals and communities at risk of discrimination and exclusion and broader weaknesses and tensions within the contemporary information ecosystem. Measures to protect groups, including religious groups, from online hate speech should include preventive and educational measures aimed at creating an enabling environment which tackles the underlying social and economic problems that hate speech is symptomatic of.[footnoteRef:17] [16:  OHCHR and Equal Rights Trust, "Protecting Minority Rights: A Practical Guide to Developing Comprehensive Anti-Discrimination Legislation”, Geneva 2023.  ]  [17:  See Camden Principles on Freedom of Expression and Equality, 2009.] 

18. Hate speech often targets individuals on the basis of multiple protected characteristics rather than a single characteristic in isolation. For example, women and girls belonging to religious minorities may experience intersecting forms of discrimination based on both their gender and their religion or belief, and may be disproportionately exposed to technology-facilitated gender-based violence.
19. State approaches to incitement and other forms of online hate speech or discrimination should be grounded in the principle that human rights protections applying offline must also apply online.[footnoteRef:18] Guidance related to appropriate legal responses to hate speech which does not rise to the level of incitement that would trigger criminal liability remain to date in their infancy. The digital sphere has also intensified concerns, already highlighted in the Rabat Plan of Action, that perpetrators of incitement are not prosecuted, while members of minorities are persecuted through the abuse of vague domestic legislation, jurisprudence and policies.[footnoteRef:19]  [18:  See UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression evaluating the human rights law that applies to the regulation of online ‘hate speech’, A/74/486, 9 October 2019, para. 57. ]  [19:  A/HRC/22/17/Add.4, Appendix, para. 11.] 

20. Instances of explicit or coded online hate speech should not be dismissed as less serious than offline conduct.[footnoteRef:20] Their effects range from self-censorship to severe psychosocial harm and may ultimately exclude minority groups from online discourse. Online hate also frequently coincides with, or contributes to, offline discrimination, hostility and violence. Accordingly, where the six-part threshold test is met, such cases require effective investigation by law enforcement and the judiciary. [20:  See ARTICLE 19, From impunity to accountability: Investigating tech-facilitated gender-based violence against journalists, where the perception of online attacks meriting lesser attention than offline ones is analyzed in the context of tech-facilitated gender-based violence against journalists (p. 9). ] 

21. Where appropriate legislation exists, it may be undermined by poor implementation, inadequate funding and resources, and weak enforcement. In practice, impunity for criminal instances of online incitement to hatred can persist, particularly where perpetrators are public figures and law enforcement fails to treat such conduct with sufficient seriousness.[footnoteRef:21] [21:  See ARTICLE 19, Clearing the fog of war: protecting freedom of expression in armed conflict, December 2025, p. 21.] 

22. Access to justice also faces significant structural obstacles. The Rabat Plan of Action already highlighted very low recourse to judicial and quasi-judicial mechanisms in alleged cases of incitement to hatred stemming from historical and structural discrimination. Victims are frequently members of disadvantaged groups, which might be disproportionately impacted by lack of judicial assistance, limited public awareness and lack of trust in the judiciary. This can be further complicated by the fact that law enforcement agencies frequently lack the technical expertise and capacity required to address rapidly evolving and increasingly sophisticated forms of online hatred.
23. The principle that human rights apply equally online and offline is also critical when restricting expression. States must not apply lower standards to online expression – the principles of legality, legitimacy, necessity and proportionality remain the strict requirements under which such restrictions are permitted. Yet, States have often responded to the rise of online hatred through measures that are inconsistent with international human rights norms and standards. Many cybercrime and online safety laws rely on overly broad terms, enabling authorities to criminalize legitimate expression under the guise of combating hate speech. In practice, these laws are sometimes used to target political dissent, satire, journalism and minority viewpoints, and lack safeguards consistent with international human rights standards. In relation to criminalizing incitement to hatred specifically, the same legal standards should apply online and offline. All criminal prosecutions should therefore be assessed using the six-part threshold test of the Rabat Plan of Action. 
24. Another tendency that impacts responses to incitement to hatred and hate speech more broadly is the regulation of social media companies. Given their role in governing online expression, platforms increasingly act as quasi-regulators of speech. This is why platform regulation must be approached carefully. Laws that impose liability or financial penalties can incentivise companies to remove content that should be protected. Overall, any regulation of online intermediaries should comply with the same human rights standards governing offline acts and omissions. Regulatory approaches should prioritize transparency, accountability, and above all be guided by human rights law and standards. This includes requiring greater transparency around recommender systems and content moderation practices, limiting excessive data collection, mandating human rights due diligence, and combating discrimination in conformity with international human rights law.[footnoteRef:22] Regulation should also address the concentration of power among dominant platforms by promoting competition and increasing user choice over the content they see online. [22:  Some of this understanding is reflected in emerging regulatory regimes such as the EU Digital Services Act (DSA), which imposes due diligence obligations on certain platforms, including systemic risk assessment, transparency requirements, and processes for addressing illegal content while seeking to safeguard fundamental rights.] 

25. Freedom of expression concerns raised by responses to online incitement to hatred extend beyond substantive laws and liability regimes. For example, many laws criminalizing certain forms of online speech grant broad investigative powers, including communications interception and data retention, which can undermine the right to privacy and disproportionately affect minority groups. While anonymity online and encryption may complicate investigations, it remains a vital safeguard for freedom of expression, privacy, and the safety of minorities, journalists, human rights defenders and other marginalized groups.
26. Concerns about online hate speech have also been used as a pretext for shutdowns and other internet restrictions, including platform or website blocking, network throttling and content filtering. Such measures are particularly common during times of crisis, including elections, protests or armed conflict. Aside from their indiscriminate and disproportionate impacts, they prove counterproductive. While they may limit the accessibility and circulation of hate speech and disinformation online, they also suppress access to reliable information. The information vacuum created can encourage the spread of rumours, thereby increasing the risks of division and conflict due to the uncertainty and fear that they create.[footnoteRef:23] [23:  ARTICLE 19, Clearing the fog of war, p. 32.] 

II. Roles of Companies
27. When the Rabat Plan of Action was developed in 2011 and 2012, technology companies had yet to become the central actors they are today in shaping the relationship between freedom of expression and the prohibition of incitement to hatred. In particular, the role of social media companies has expanded dramatically over the past decade. Like connectivity itself, social media platforms have enabled members of minority groups to connect, communicate, as well as receive and impart information across borders. 
28. However, the business models of some of the largest social media companies and content moderation processes have been criticized for being inadequate or too slow to respond effectively to the problem. While many companies have introduced policies and other measures to address harmful material, including hate speech, enforcement is often insufficient. Given the sheer volume of content, technology companies often deploy artificial intelligence and other automated tools to identify, sort and remove online content, including hate speech. While these tools may be necessary given the scale of online content, they risk not only leading to over-removal of content but struggle to accurately identify incitement to hatred, other forms of hate speech and protected expression. This is especially since they are limited in their ability to analyse coded and visual forms of hate and understand variances in behaviours or language that may result from different demographic and regional factors. 
29. Although States bear the primary obligation to respect, protect and fulfil international human rights law, the Guiding Principles on Business and Human Rights (the UN Guiding Principles)[footnoteRef:24] articulate a distinct, albeit non-binding, corporate responsibility to respect human rights. This means, for example, that when faced with government demands to remove hate speech that conflict with international human rights law (as some laws criminalizing hate speech do not comply with international human rights standards) companies should “engage in prevention and mitigation strategies that respect principles of internationally recognised human rights to the greatest extent possible when faced with conflicting local law requirements”.[footnoteRef:25] In cases involving genuine incitement to hatred, social media companies should assist investigations where possible, although any engagement with investigative authorities should always be subject to appropriate human rights due diligence. [24:  See Report of the Special Representative of the Secretary-General on the Issue of Human Rights and Transnational Corporations and Other Business Enterprises, John Ruggie: Guiding principles on business and human rights: Implementing the United Nations “Protect, Respect and Remedy” framework, A/HRC/17/31, 21 March 2011, annex (cited hereafter as UN Guiding Principles); and UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, A/HRC/32/38, 11 May 2016, paras. 9-10.]  [25:  A/HRC/38/35, paras. 11 and 50-52. ] 

30. When it comes to their own content moderation practices, based on the UN Guiding Principles, social media companies should respect human rights, including the rights to freedom of expression, privacy and due process. While social media companies legally have more leeway to restrict speech on their platforms compared with what states are allowed to restrict under international human rights law, their content moderation policies and enforcement should be guided in particular by the principles of legality, necessity and proportionality.[footnoteRef:26] They should also have an ongoing process to determine how hate speech affects human rights on their platforms, including through a platform’s own algorithms.[footnoteRef:27]  [26:  ARTICLE 19, Content.]  [27:  A/74/486, para. 44.] 

31. When making content moderation decisions, companies will routinely have to decide whether to restrict instances of potential hate speech, including speech that could amount to incitement to hatred. It has been recommended that the six-part threshold test of the Rabat Plan of Action should be considered in the context of company actions against speech since the factors “offer a valuable framework for examining when the specifically defined content – the posts or the words or images that comprise the post – merits a restriction”.[footnoteRef:28] [28:  A/74/486, para. 49.] 

32. Rapid technological developments have increasingly transformed not only how content is disseminated and consumed, but also how it is generated. This has brought new categories of technology companies to the forefront, particularly providers of artificial intelligence (AI) services, such as chatbots. Generative AI tools are also increasingly integrated into social media platforms themselves, further blurring the distinction between content generation and content distribution.
33. These developments have significant implications for the generation and spread of incitement to hatred and other forms of hate speech. AI tools relying on data-intensive technologies, such as large language models, can generate text, images, videos and other forms of media at scale. These systems may be deliberately prompted to produce hateful or discriminatory content and can make the creation of incitement to hatred and other forms of hate speech easier. At the same time, because they are trained on vast datasets reflecting existing social dynamics, they may also reproduce and amplify entrenched societal prejudices, stereotypes and historic inequalities affecting religious groups, minorities and other marginalized communities.
34. Concerns have also been raised about the business models underlying some generative AI systems. Similar to social media platforms, user engagement often plays a central role in the design and optimization of these technologies. As a result, AI systems may be incentivized to produce responses that are overly agreeable or ‘sycophantic’, reinforcing users’ existing beliefs and biases in ways that prioritize engagement over accuracy, nuance or critical reflection.
35. The extent of dissemination and the likelihood of harm may operate differently in the context of chatbots than on social media platforms or in traditional media environments. In many cases, AI-generated content is produced in response to direct user prompts, meaning that users actively seek out the material rather than encountering it passively through algorithmic amplification or mass dissemination. Nevertheless, users may subsequently share AI-generated content on social media or other public platforms, significantly increasing its reach and potential impact. Even where such content remains confined to individual interactions with chatbots, the hyper-personalized generation of material that confirms users’ existing biases may still contribute to the reinforcement and amplification of polarizing, discriminatory or dehumanizing narratives, with possible cascading effects on public discourse and offline behaviour.
36. Like social media companies, most chatbots are subject to usage policies that restrict the types of content users can generate. These limitations on content generation may engage the right to freedom of expression, in particular the right to receive information and ideas. While companies operating AI chatbots are, in principle, free to set conditions on the use of their services and to limit the content their systems generate, they should nevertheless respect human rights in accordance with the UN Guiding Principles. In this regard, usage policies should be consistent with the principles of legality, necessity and proportionality.
III. Roles of Other Stakeholders
37. The United Nations and other international and regional organizations have long played a leading role in the development of human rights-based responses to addressing hate speech, including the Rabat Plan of Action. However, there is a risk of different international and regional bodies acting in silos and even developing competing frameworks in responding to growing challenges in the digital age. There is potential in stronger collaboration and coordination to ensure synergies across these bodies, including those with digital mandates.  
38. Civil society, academia, religious leaders and faith-based actors also have important roles to play in deepening our understanding of the evolving impacts of online hate speech and creating initiatives to challenge the root causes of such hate. These responses must be guided by the recognition that the rights to freedom of expression, freedom of religion or belief, equality and non-discrimination are mutually interdependent and reinforcing. There are also other players in the online information ecosystem who play a role in tackling hate speech. Advertisers, for example, fund harmful content and can contribute to mitigating the economic incentives of creating and amplifying hate speech.
D. Recommendations emanating from the Glion Expert Workshop
39. States are recommended to:
a) Uphold the principle that human rights protections apply equally offline as they do online. 
b) Promote and protect the rights to freedom of expression, freedom of religion or belief, equality and non-discrimination, as well as create an enabling environment that protects pluralism and diversity to maximize opportunities to counter hatred online. 
c) Adopt or strengthen an appropriate legislative framework that effectively protects the right to non-discrimination, covering the broadest scope of protected characteristics recognized under international human rights law, including in the digital space.
d) Adopt criminal legislation prohibiting any advocacy of national, racial or religious hatred that constitutes incitement to discrimination, hostility or violence, in accordance with Article 20(2) of the ICCPR. Any such legislation must fully comply with the requirements of legality, legitimacy, necessity and proportionality under Article 19(3) of the ICCPR. The use of criminal law should be reserved for exceptional cases where the severity of the expression justifies such intervention. States should also review existing legislation, where necessary, to ensure alignment with international human rights standards.
e) Where online expression reaches the threshold of incitement, as assessed in accordance with the six-part test of the Rabat Plan of Action, undertake a prompt, expeditious, thorough, diligent and comprehensive investigation, in a manner guaranteeing sufficient public scrutiny, and prosecute perpetrators where warranted. 
f) Ensure the availability of accessible and effective remedies for victims in case of harm emanating from incitement and address the structural barriers of and discrimination against minority groups in accessing justice. 
g) Ensure that any measures designed to assist investigations – such as data retention mandates, data access requests to online platforms or interception – comply with the legality principle, have judicial oversight and respect freedom of expression standards.
h) Advance understanding of the relevance and appropriateness of legal measures to address hate speech outside the criminal law. 
i) Adopt measures such as dedicated institutional resources, capacity and training to enable the legal system to deal effectively with all violations of law. This includes training authorities to recognize that online incitement as well as other expression amounting to discrimination can escalate into offline harm, and to consider the continuum of online and offline hate speech when assessing threats and protective measures.
j) Undertake proactive efforts to address the structural and historic inequalities that fuel intolerance and hate online, including through taking a gender-responsive and intersectional approach. 
k) Proactively support civil society organizations engaged in human rights-based initiatives to monitor and combat religious hatred online, recognizing that achieving impact is a long-term project, including through financial resourcing.
l) Ensure universal and meaningful connectivity so religious groups and minorities can connect, organize and participate in public discourse, including through implementing diverse and human rights-respecting technological solutions to advance connectivity, such as by creating an enabling and inclusive regulatory environment for community and non-profit internet operators.
m) Require that technology companies and other private actors take action that conforms with international human rights law as part of their efforts to combat online hate speech. Any regulation of tech companies, including social media companies, must therefore strictly comply with international human rights law. Platforms should not be liable for any content they host unless there is refusal to obey an order adopted in accordance with due process guarantees by an independent, impartial and authoritative oversight body. Regulation of tech companies should also consider pro-competitive measures that strengthen user choice and empowerment.
n) Refrain from shutdowns and other restrictions to the internet, including blocking, filtering or throttling measures. 
o) Protect anonymity and end-to-end encryption as essential safeguards for the rights to freedom of expression and privacy. Any limitation on anonymity or end-to-end encryption for law enforcement purposes must satisfy the requirements of legality, legitimacy, necessity, proportionality and prior judicial oversight, and must not undermine the structural integrity of encryption systems. Encourage relevant technology companies to ensure that anonymity and encryption remain widely available as a meaningful user option.
p) Raise awareness, notably in education and training in schools and education institutions, about online hatred.
40. Companies are recommended to:
a) Conduct and publicly disclose ongoing human rights due diligence and impact assessments on all processes, products and services.
b) Adopt content policies or usage policies prohibiting hate speech in line with international human rights law, including the Rabat Plan of Action. Ensure that any other content policy potentially applicable to hate speech, such as on discrimination, bullying and harassment disinformation, also be based on international human rights norms and standards. This includes making content policies as clear and accessible as possible for users.
c) Mitigate risks of their content curation, monetization and advertising practices that increase the likelihood of dissemination and amplification of hate speech. 
d) Ensure transparency over the way their algorithms and recommender systems work and provide their users with choices about how content is curated.
e) Ensure that AI-based content moderation is complemented with human oversight, including by employing sufficient human reviewers that are trained to reduce the risk of bias in their decision-making and investing resources to better understand the cultural and linguistic contexts of particular forms of expression.
f) Conduct heightened human rights due diligence and dedicate additional resources and other measures to minimize the impact of hate speech online during high-risk contexts, such as during armed conflict. 
g) Improve access to report and appeal mechanisms, ensuring that decisions are communicated in a clear, specific, prompt and predictable manner.
h) Build trust in report and appeal mechanisms among communities affected by online hatred, including through gender-responsive and intersectional initiatives with civil society organizations, religious leaders and faith-based actors.
i) Monitor appeals and reports as part of human rights due diligence, including to determine specific contexts or issues requiring more attention and dedicated resources.
j) Establish partnerships with civil society to ensure users are redirected to reliable and verified information on their platforms.
k) Ensure greater investment in in-house expertise on human rights, as well as engaging meaningfully and transparently with human rights experts, civil society and academia in the development of community guidelines, content moderation policies and in the exercise of human rights due diligence.
l) Adopt specific policies and practices to mitigate the harms of government demands to restrict hate speech that are not compliant with international human rights law.
m) Invest in technical tools to help circumvent internet restrictions that do not comply with international human rights law, such as making their platforms accessible through proxy servers or providing ‘data light’ versions of services that can function even with significantly reduced internet speeds.
41. The UN and other international or regional organizations are recommended to: 
a) Conduct broad public consultation on improving regulation and response to online hate in the digital age, with a view to advancing human rights guidance in these legally and factually complex areas.
b) Engage with States, technology companies, civil society and academia in ensuring human rights-based responses to online hate speech.
c) Facilitate engagement with religious leaders and faith-based actors, using the peer-to-peer learning methodology of the #Faith4Rights toolkit. 
d) Create initiatives to ensure greater collaboration and coordinated efforts among different international and regional bodies in responding to online hate speech, including through taking joint human rights-based actions.  
42. Civil society, academia and faith-based actors are recommended to: 
a) Conduct research and collect data on the scale and evolving dynamics of online hate speech and, where appropriate and useful, engage with government actors and technology companies on these issues.  
b) Create initiatives that give those affected by online hate speech, including religious groups and minorities, the space to engage in counter speech and challenge the root causes of the intolerance fuelling such speech.  
c) Provide trainings on the Rabat Plan of Action and its implementation in the digital age for key stakeholders.
d) Consider participating in the Global Alliance for Human Rights, including the Faith for Rights Activation.[footnoteRef:29] [29:  https://globalalliance.un.org/ ] 


Appendix: The Six-Part Test in the Digital Age
43. The Rabat Plan of Action’s six-part threshold test was developed in relation to expressions that may constitute criminal offences. A broader challenge when discussing incitement to hatred, discrimination and violence, or other possible human rights violations online, is that the volume, scale and speed of online content can have significantly harmful impacts on minority groups. This can be the case even where individual pieces of content do not, in isolation, meet the threshold for incitement. Volume and speed cannot, after all, be attributed to any single individual or piece of content. There is thus content that, at an individual level, does not amount to incitement to hatred but that may be harmful to targeted victims given the speed at which it spreads and the reach it achieves.
44. While the six-part threshold test remains relevant, some of its factors can be more challenging to assess in the digital context. The borderless nature of online expression complicates contextual analysis, particularly during “information crisis points” such as armed conflicts, where hate speech may spread rapidly but must still be distinguished from legitimate political dissent. Online hatred is also increasingly sophisticated in form; it is often communicated through coded or humorous imagery and language, including in ways that are unique within specific online communities, making it more difficult to identify and combat while still having severe impacts on religious groups and minorities. 
45. Anonymity online, bots and AI-generated content can raise complex questions regarding speaker identity, attribution and responsibility. Establishing intent is further complicated by the use of coded language, memes and algorithmic amplification, all of which can result in content spreading far beyond originally intended. Assessing the likelihood of harm is made more difficult by the unpredictable speed at which even seemingly trivial content can circulate, as well as the challenges in tracing causal links between online expression and offline violence. There is an additional challenge for actors like social media companies in applying the six-part test in a comprehensive manner given the scale of content online and need for pragmatism, beyond questions of whether they legitimately can make determinations of whether content infringes international human rights law. 
46. The following considerations are intended as an interpretive guide to the six-part threshold test of the Rabat Plan of Action, offering operational suggestions on how each factor might be understood and applied in digital contexts. This table may also serve as a guide for social media companies in escalated or high-level content moderation decisions, as well as through identifying challenges and being embedded into broader policies or practices aimed at tackling harmful content. This appendix is not intended as the final word in understanding appropriate steps to combat online hate in the digital age, but rather as initial guidance on the road to good regulation and response, based on the parameters set out by international human rights law.
	Part
	First steps for applying the Rabat Plan of Action threshold test in the digital age

	1. Context
	a) Assess the characteristics of the group targeted by the speech in question, its particular vulnerability or history of stigmatization, and its position vis-à-vis society as a whole.
b) Assess the content against any recent increase in online and offline hate targeting a particular group or minority.
c) Analyse content against both historical or recent patterns of online content leading to offline harm.
d) Advance understanding of tropes, hostilities and embedded stereotypes against particular groups, with a view to heightening understanding of possible harms. 
e) Consider whether the statement was made in a context where online speech is more likely to lead to discrimination, hostility or violence, including offline.  
f) Where the speaker is based in a different jurisdiction, assess the risk of incitement by reference to the context of the receiving audience, not the speaker's own location.

	2. Speaker’s
position or
status
	a) Consider the follower count of the user and level of engagement on the post, both in general and within specific communities. 
b) Analyse the nature of the user’s content, including whether there is a history of using hateful narratives to generate engagement. 
c) Assess the online audience of the user rather than merely the number of followers, including whether it is a close community (or ‘echo chamber’), localized or mobilizable, thereby creating a greater risk of incitement. 
d) Where bots or automated accounts are used to amplify the speaker's content, treat the network as an extension of the speaker's reach.

	3. Intent to incite
audience
against target
group
	a) Consider whether financial or material incentives (e.g. monetization through engagement or donations from followers) motivated the speech, as this may indicate a calculated rather than spontaneous act.
b) Consider whether the speaker could have foreseen a serious risk of discrimination, hostility or violence.
c) Conduct a cumulative pattern analysis and analyse the speech against other posts of the user, including whether there is a history of hateful posts which could demonstrate intent to incite discrimination, hostility or violence.
d) Assess whether there was a conscious effort to coordinate the same message across various accounts, including on different platforms. 
e) Determine whether the user specifically prompted hateful content in instances where posts have been generated through artificial intelligence, including through large language models. 
f) Consider positively reappropriated terminology or imagery if the user is from the community affected by similar speech.

	4. Content and
form of the
statement
	a) Advance context-specific understanding of tropes, memes and terminology which may stigmatize or heighten exclusion of particular groups in the given society.
b) Cross-reference the post against other content within the specific online community (e.g. in a forum or sub-community of a social media platform) to gauge coded meaning of speech.
c) Analyse audiovisual content such as images and videos for typical traits of incitement, including dehumanizing or violent imagery. 
d) Ensure memes or other posts masked in humour are given due consideration and not automatically discounted as a risk of inciting discrimination, hostility or violence.
e) Where content is visual, symbolic or relies on coded cultural references, the assessment of content and form must include analysis of the specific meaning the imagery carries within the relevant community and historical context. 

	5. Extent of its
dissemination
	a) Analyse the shares and views on the post, while placing greater consideration on the extent of dissemination within specific online communities beyond total numbers. In particular, a post may be more likely to lead to incitement if successfully disseminated to a smaller, localized audience rather than spread widely to a broader global audience. 
b) Take into consideration the speed in which the post is being amplified online. 

	6. Likelihood of
harm

	a) Apply a differentiated understanding of harms, which include triggering or aggravating exclusion in society, including in places not at risk of mass violence.
b) Refrain from perceiving online harms as separate from or less severe than offline attacks. 
c) Analyse online posts for references to calls for action offline, including the mention of specific times and locations. 
d) Consider whether the statement was made during a period where online speech often leads to offline discrimination, hostility and violence, such as during armed conflict.
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