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[bookmark: _Toc136452141]Executive Summary

The use of digital technology at the service of social security systems is here to stay. In an attempt to improve the administration of social security systems, governments and donor agencies have increased efforts to establish or consolidate existing management information systems (MIS) and digital technologies.
Adopting a human rights-based approach, this study looks at some of the key challenges that arise when these technocratic choices are devoid from human rights considerations. Evermore so, human rights frameworks, recent literature, and practical studies from the field have identified not only the advantages of modernising the social security sector with digital technologies, but also pointed out several challenges and concerns.
The challenges of an uncritical use of technology in the social security sector identified in this study include the following: concerns around the protection of privacy and personal data;  the design of policing or intervention systems based on social security not conceived as an entitlement or a human right; concerns around stigmatisation, profiling, exclusion and discrimination; risks of over focusing on ‘double-dipping’; issues with data accuracy and timeliness; threats around data security and personal security; the risks of unequal access to digital tools and Internet connectivity; and the indiscriminatory use of technology for ID systems, biometrics and electronic payments that link to social security systems.
Each of these concerns and risks has been exemplified with country case studies at the global scale.  Countries of all levels of economic development – low-, middle- and high-income countries - might become subject to these threats. Nevertheless, those most disadvantaged and marginalized in societies across the globe are the ones at greater risk of being left behind by technological advances and being excluded from SP systems, hampering the realisation of their right to social security as well as enjoying other interrelated human rights.
The study seeks to explain how the international  human rights framework can help address challenges faced in using digital technology in the social security sector and further advance the right to social security through digital technologies: 
First, conducting a brief mapping of the relevant international human rights instruments linked to this study could guide the design of digital technological instruments so as to contribute towards the realisation of the right to social security. The brief mapping includes mostly legally binding instruments, but also includes a set of non-legal binding digital standards developed by international development agencies. 
As a next step, the study provides some practical recommendations in order to instrumentalise some of the applicable human rights standards and principles to the use of digital technologies in the SP sector from a human right-based approach. These are applicable to States as duty-bearers, but also other social protection and humanitarian actors, as well as service providers, donors and implementing partners in general. Human rights principles, standards and obligations should be considered for all policy stages, from design to implementation.
The key human rights principles and standards[footnoteRef:3] (shown in the figure below) applicable to technological solutions for the implementation of social protection programmes and services include the following: [3:  Adapted from Barrantes (2020)] 


[image: ]
Source: Adapted from Barrantes (2020), based on human rights principles and standards[footnoteRef:4] [4:  Graphics: © Copyright PresentationGO.com] 


As these principles and standards are meant to provide operational guidelines, each includes a set of questions to help guide the thinking around how they can apply to the use and design of digital technologies at the service of SP systems from a human rights-based approach.
Finally, based on global experience and existing studies and considering the standards stipulated in human rights mechanisms, this study seeks to provide a key set of recommendations on how digital technologies can be put to the service of social protection and contribute towards the realisation of the right to social security. The recommendations include the following:
 Adequate Legal and Governance framework. 
· Incorporating human rights considerations and obligations into high-level policy discussions. 
· Ensure that social protection modernisation and interoperability efforts in countries are based on human rights considerations. 
· Balancing technological advances with human-centred service delivery. 
· Awareness raising among social protection service users (or potential users). 
· Raising awareness about individual human rights in the social protection sector. 


1. [bookmark: _Toc136452142]Introduction
The use of digital technologies across all realms of Government and society at large forms part of a wider transformation in the way public administration engages with citizens. Countries worldwide are seeking to modernise the administration of social protection systems with a view to enhancing the quality of their programmes and services and improving the efficiency of their delivery.
The problem arises when administrations fail to appreciate the human rights perspective: choices to modernise public policy delivery are unalienably linked to human rights issues. No technocratic choice is neutral.[footnoteRef:5] What we see in the social security (or social protection)[footnoteRef:6] sector is that in some instances, this push to modernise social protection administration and delivery is geared towards efforts to target social protection only for those considered to be ‘deserving’ of government support, linked in part to fiscal austerity measures but also to the perceived need to reach the extreme poor. Unfortunately, many of these choices are not based on a social protection approach that seeks to ensure entitlements to right holders and address risks and vulnerabilities throughout the entire lifecycle. [5:  Barrantes (2019)]  [6:  Throughout the paper, while “the right to social security” is used, as provided for in the international and regional human rights instruments, the two terms – “social security” and “social protection” are used interchangeably, meaning they are to provide access to healthcare and income security to people whenever they encounter social risks or contingencies throughout life cycle.] 

An additional risk is that weak technological infrastructure, poor legal data protection frameworks, and issues around the digital divide (unequal access), can by design end up hampering access to the right to social security by precisely those who most need it.
Likewise, beyond traditional actors in the SP sector such as Government agencies, development partners, service providers (including non-governmental actors and businesses), in addition to practitioners, a wealth of actors leading SP efforts in humanitarian contexts have arisen. As each actor in the SP sector has their own framework, mission, and guidelines, it has become crucial to ensure individual’s right to SP is not infringed upon by the use of digital technological advances. A human right-based approach not only provides a legally binding framework for this but should also be seen as offering a set of principles, standards and obligations that can be translated into practical and operational guidelines for the SP sector.
Based on global experience and existing studies and considering the recommendations related to human rights mechanisms, this study seeks to examine the use of technology put to the service of social protection and assess its impact on the realisation of the right to social security. The study includes some case studies for practical illustration.
2. [bookmark: _Toc136452143]A human rights-based approach to social security (or social protection)
The right to social security is enshrined in a number of international and regional human rights instruments[footnoteRef:7], which provide the normative framework for Governments to guide their public policies and fulfil their obligations in this field. Within this framework, social security is to be considered as an entitlement, and not a palliative service or charity for persons who are experiencing vulnerabilities risks at a certain point in time and/or living in poverty. [7:  Including the following instruments: articles 22 and 25 of the Universal Declaration of Human Rights, articles 9 and 11 of the International Covenant on Economic, Social and Cultural Rights, article 26 of the Convention on the Rights of the Child, the Additional Protocol to the American Convention on Human Rights in the area of Economic, Social, and Cultural Rights (more commonly known as the "Protocol of San Salvador" article 9)  and ILO Recommendations, such as Recommendation No. 202 on Social Protection Floors and ILO’s 1952 Convention concerning Minimum Standards of Social Security, No. 102.] 

Social security systems provide people with access to healthcare and income security whenever they encounter social risks or contingencies throughout life cycle (e.g., old age, unemployment, disability, maternity, etc.). These systems contribute to eradicating poverty and inequality and promoting human dignity and social inclusion – a key to achieving sustainable development goals (SDGs). They also generate a robust, inclusive and sustainable economic recovery and growth, in tandem with sound and inclusive economic policies, and increasing the resilience of individuals and societies to shocks. Social security systems, by reinforcing social solidarity on which they rely, have played a transformative role (together with other social policies and public services) in enhancing social justice and increasing citizens’ trust in governments.
The international human rights normative frameworks provide key elements for social security policies and systems, including:[footnoteRef:8] [8:  International Covenant on Economic, Social and Cultural Rights (1966); ILO Social Security (Minimum Standards) Convention, 1952 (No. 102) and Social Protection Floors Recommendation, 2012 (No. 202).] 

· Everyone is entitled to enjoy the right to social security without discrimination and States should ensure access to the right to social security to all.
· States have obligations to undertake steps, individually and international assistance and cooperation, to the maximum of its available resources.
· Social security should cover main social risks or contingencies, including healthcare, sickness, old age, unemployment, employment injury, family and child support, maternity, disability, survivors and orphans.
· States should provide accountability mechanisms and remedies for any cases of violation of this right.
Thus, social security (protection) systems, anchored in human rights norms and standards, are:
· Founded in a solid legislative and policy framework;  
· Supported by adequate public funding;  
· Developed and implemented based on people’s need and through effective public participation;  
· Providing healthcare and income security against all social risks or contingencies across the life cycle and ensuring recipients an adequate standard of living;  
· Covering all persons who need social security, without discrimination and stigma;  
· Responsive to complaints and provide for accountability mechanisms / procedures.

3. [bookmark: _Toc136452144]Challenges to the right to social security presented by new technologies
	Dangers of indiscriminate use of technology in social protection
· “Digital poorhouse from databases, algorithms and risk models” (Virginia Eubanks, 2018)
· “Grave risk of stumbling, zombie-like, into a digital welfare dystopia” (Philip Alston, 2019)
· “Systems that tag, track, profile the poor and place them under surveillance have consequences beyond the denial of services, and enter into the arena of criminalizing poverty” (Usha Ramanathan, 2014)
· New Forms of Harm: 21st Century Technologies, 21st Century Exclusion (Center for Human Rights and Global Justice, 2022)
· “Data for good: a double-edged sword?” (ICRC and Privacy International, 2018)


Within the context of constant Government determination to strive for more efficient and modern administration, improving the quality of public services, at the same time as making good use of scarce public resources, the leverage of digital technologies and the use of artificial intelligence for public policy purposes is here to stay. The social protection sector saw this trend increase further during the COVID-19 pandemic, with the expanding use of technological tools in social security schemes. The use of digital technology at the service of social protection aims at making social protection management and implementation more efficient, collating user data and information, detecting welfare fraud, and better informing operational implementation processes such as registration and payment, among others. Within administrative processes, emerging technologies can also “facilitate compliance with social security legislation and policy and enable the exercise of the peoples’ rights to social security by improving registration, contributions, and claims processes.”[footnoteRef:9] [9:  Archer (2023) p4] 

Another justification for relying evermore heavily on technology, is integration and coordination of social security policies throughout the lifecycle of individuals. Case management systems can support public administration’s service delivery to respond to the different shocks, risks and vulnerabilities individuals face during their lifetime by ‘human-led decision-making’ that supports collating needs and pairing them with adequate interventions.[footnoteRef:10] However, these systems “remain largely constrained by the fragmentation imposed by the statutory parameters and boundaries of the various social programs”[footnoteRef:11], and there is a danger of new forms of exclusion as it becomes difficult to codify every situation/risk that might arise.[footnoteRef:12] [10:  Archer (2023) p4]  [11:  Archer (2023) p4]  [12:  Archer (2023) ] 

Some of the technological tools we see in the social protection sector in many countries, regardless of their income level, include: 
· algorithms to calculate risks for social protection service delivery
· social registries to target the poorest in society 
· systems to set eligibility criteria for social protection benefits and services
· integrated beneficiary systems
· online grievance and feedback mechanisms
· data analytics
· digital Identity Documents (ID) systems (including biometric in some instances)
· payment systems and the use of mobile payments to transfer funds
· digital service provision (including social care during the COVID-19 pandemic)
This trend towards a more digitalised provision of services of course affects all citizens, but there is sufficient evidence to show that “marginalised groups face higher levels of data collection when they access public benefits”.[footnoteRef:13] Marginalised individuals are, in many circumstances, subject to extra surveillance and are singled-out for punitive policies informed by assumptions that they do not deserve support from Government, which only reinforces their exclusion and stigmatisation[footnoteRef:14], undermining their right to dignified access to public services. This holds true particularly when it comes to targeted or conditioned social assistance support, as unlike more inclusive and universal social security schemes requiring less information from users and/or applicants, they call for more detailed information and data to be collected and regularly updated. [13:  Eubanks (2018) p6]  [14:  Eubanks (2018)] 

The uptake of digital technologies to improve social protection delivery has seen positive outcomes in terms of saving recipients’ (rights-holders’) time, more flexible and convenient services and  improving their physical safety (less chances of getting robbed while claiming benefits), more inclusive and accessible services and programmes for certain users, reducing programme delays, and in the speed and scale of emergency payment delivery.[footnoteRef:15] Although the push for modernising the administration of social protection in itself is  a positive development, there is a risk in  heavily relying on technocratic choices (even if it is with ‘altruistic and noble intentions’[footnoteRef:16]) without due consideration of human rights norms and principles and, in some instances, lacking an appropriate legal framework. Digital data systems are not neutral decision-making instruments[footnoteRef:17], but rather based on a set of systems of thought, ownership structures, policy agendas, organizational practices and framed within the political economy of public sector data systems.[footnoteRef:18] Digital technology has become a crucial aspect of the overarching public governance scenario. [15:  Lowe (2022)]  [16:  United Nations (2019c) p.4]  [17:  Barrantes (2019)]  [18:  Redden eta all (2020)] 

The dangers of the unaccountable use of technology for improving the  efficiency in social protection are widely recognised, including in the Report of the Special Rapporteur on extreme poverty and human rights.[footnoteRef:19]  Global evidence suggests that the use of technology in social security systems has come paired with investments in this sector, and hence, reducing the beneficiary pool and altogether cutting some services and/or programmes. In addition, some Governments have established intrusive forms of conditionalities and sanctions that seek  behavioural modifications of those experiencing poverty (putting the blame on individuals), which in turn represents a reversal of the notion that the state should be accountable to individuals.[footnoteRef:20] Moreover, it has been stressed that the right to social security also includes the right “to access and maintain benefits, whether in cash or in kind, without discrimination”[footnoteRef:21] and that the use of certain technological tools for social protection programmes can hamper individuals effectively from accessing that right. [footnoteRef:22] Nobody doubts the need to improve the efficiency of government services and programmes; the question is, at what expense? This overzealous focus on identifying ‘deserving’ beneficiaries and those abusing the system overstates the degree to which these problems actually occur in the implementation of social security schemes.[footnoteRef:23]  [19:  United Nations, Digital welfare states and human rights - Report of the Special Rapporteur on extreme poverty and human rights (2019c) A/74/493:]  [20:  United Nations (2019c) p.5]  [21:  United Nations (2019c), citing the Committee on Economic, Social and Cultural Rights, The Right to Social Security, General Comment No. 19 (2007), paragraphs 2, 24 and 27, p.17]  [22:  United Nations (2019c), citing the Committee on Economic, Social and Cultural Rights, The Right to Social Security, General Comment No. 19 (2007), paragraphs 2, 24 and 27, p.17.]  [23:  OHCHR (2019c)] 

In this context, a human rights-based approach is critical in designing social protection policies and their implementation mechanisms to address concerns mentioned above and to helpStates to better fulfil their obligations relating to  the right to social security. The human rights-based approach sets out the duty-bearer and rights-holder relationship, which is a legally binding contract, and the accountability of the State to individuals for its failure to fulfil its obligations. However, the push for modernization of social protection administration and for targeted social security schemes  seems to have undermined this accountability. The tendency of treating individuals as applicants instead of rights- holders in social protection systems exacerbate the situation..[footnoteRef:24] Furthermore, the increased involvement of private service providers in the social protection sector is complicating issues of accountability, privacy, transparency and access to information. This in turn also changes incentive structures to a certain extent, as it links social protection delivery mechanisms directly to market logics. [24:  United Nations (2019), p16] 

Structural adjustment pushes to improve Government efficiency and reduce the size of the State have also had an impact on the digitalisation of government services. For example, in Denmark, the use of a digital infrastructure (Digital Post) for citizens to communicate with the Government, including the welfare system, was considered by some as the emergence of a ‘neoliberalised digital citizen’.[footnoteRef:25] Digitalisation became mandatory, and an integral part of ‘neoliberal citizenship’.[footnoteRef:26] The same can be said about the United Kingdom and austerity cuts put forward by neoliberal governments. A study shows that  the use of data systems to rationalise scarce public resources for child welfare to a certain extent perpetuated and further legitimated neoliberal logics.[footnoteRef:27] Hence, the targeted approach following  the neoliberal logic towards the ‘neediest’ in society stands in the way of a needed shift in social policy conceptualisation towards universal rights. In this context, the use of digital systems to calculate and capture risks of ‘troubled families’ places the focus on the individual responsibility of those experiencing poverty, instead of addressing the underlying structural causes of poverty and exclusion.[footnoteRef:28]  [25:  Schou and Hjelholt (2019)]  [26:  Schou and Hjelholt (2019)]  [27:  Redden et all (2020)]  [28:  Redden et all (2020)] 

In many low and middle-income countries, the choices for technological instruments to support targeted social security schemes are made within the framework of structural adjustment objectives and efforts to target social spending in an efficient fashion. A case in point was the establishment of the SINTyS in Argentina, as the information system was meant to improve targeting to assign social benefits, and make sure it could identify welfare fraud (and double dipping), thus generating considerable savings and system efficiency.[footnoteRef:29] Another example is the SISBEN in Colombia, established in the 90s. This is a system that collects personal data, classifies people according to their level of poverty on a numerical scale, and uses this classification to decide whether or not they “deserve” access to state benefits and services.[footnoteRef:30] The Brasilian CadUnico was created within a similar framework, albeit with good intentions to improve service delivery to those considered poor; it has been argued that it was implemented in part due to the distrust of sub-declarations on household income and to overcome some of the existing notions around poverty.[footnoteRef:31] To a certain extent CadUnico has been seen as part of a moralising action on the part of a service provider (the Government in this case) to continuously verify and ensure information consistency provided by those experiencing poverty.[footnoteRef:32] There is no issue with verifying information for service provision, but the study suggested a certain level of moralising in assessing information coming from those experiencing poverty. [29:  Irarrázaval et al. (2011) and Madrid (2019)  ]  [30:  López (2020)]  [31:  Cunha et Ivo (2019)]  [32:  Cunha et Ivo (2019)] 

Decades later, this trend to improve the targeting of social protection  continues to be linked to a surge in development loans by multilateral banks or technical assistance support by development partners to establish social registries. Examples of this can be encountered in the MENA region[footnoteRef:33], as well as several African nations[footnoteRef:34], among others. Based on efficiency arguments, the push for new social registries in middle- and low-income countries can become a driver for systems that create a surveillance apparatus aimed at reducing lifecycle and inclusive social protection investment and narrowing the eligibility criteria. [33:  Kidd (2022)]  [34:  See the following IDA/IMF loan documents for Cameroon, Somalia, and Sudan, among others: IMF (2020), Al-Ahmadi et all (2022), IDA and IMF (2020), IMF (2021), and World Bank (2022). ] 

The COVID-19 crisis has led to an increase in investment in technological solutions for the expansion and modernisation of social protection systems, as shown by loans and policy discussions globally. It is therefore crucial that these trajectories pay attention to respecting individuals’ lifecycle needs and their right to social security, the solidarity pillar key to any social protection system, and governments’ common good efforts. This is to be in line with   cultural norms and fiscal settings. [footnoteRef:35] [35:  Archer (2023) p12] 

A growing data justice movement endeavours to tackle these issues from a holistic perspective. It brings questions around discrimination, social justice to the fore and ensures that technology is not used to the detriment of particularly the most marginalised segments of society. Academics and activists in this movement argue that ‘data justice’ can shift the debates by highlighting social justice concerns and inequality, oppression and domination considerations.[footnoteRef:36]  [36:  Dencik et all (2019) p876] 

In addition to these larger issues of digital justice behind technocratic choices at the service of social protection, many of the aspects that compromise the right to social security for system users are linked to the design and implementation of the chosen technologies.
Ultimately, as emerging technologies at the service of social protection policies are here to stay, they should be based on human rights principles and standards, so as not to further marginalise, exclude or discriminate against the most vulnerable sectors of society, including those experiencing poverty (Section 4.2 is dedicated to describing these principles and standards in detail).
The following paragraphs describe in a nutshell some of the key risks of digital technologies used in the social protection sector.
3.1 [bookmark: _Toc136452145]Protection of privacy and personal data
	Data protection risks
A fairly recent case was brought to the courts in the Netherlands in relation to the “System Risk Indication” (SyRI), a system that tapped into personal data and information to detect possible tax welfare fraud,and that raised an uproar among international and national human rights advocates. The court determined that the system violated the right to privacy, paving the way for a backlash against the use of systems that fail to heed human rights considerations.
Source: Van Veen (2020), OHCHR (2019 a)


Some social protection management information systems/databases set up in countries around the world find themselves at odds with core principles of data protection law. In some instances, social protection support mechanisms are designed and established without proper governance and data protection frameworks, which might in turn risk hampering the realisation of an individual’s right to social security. In other instances, international standards in data protection might not be universally applicable (such as GDPR for example, established by European countries).  
Current evidence[footnoteRef:37] suggests that, as in the case of Colombia’s SISBEN, algorithms and information regarding how data is used are not made known to the citizens included in the database. There is evidence of a lack of transparency and accountability in the handling of the data, as well as issues with data protection after some recent partnerships with private entities. It is another example of a policy tool to police those experiencing poverty and those in vulnerable situations, resulting in a strong focus on registering individuals and determining their ‘deservingness’, as well as finding individuals providing false information and ‘welfare cheaters’. [37:  López (2020)] 

As stated by Alston, there is a “risk of beneficiaries being effectively forced to give up their right to privacy and data protection to receive their right to social security, as well as other social rights”[footnoteRef:38] and a “potential for deliberate targeting and harassment of the poor through new technologies in the welfare state/conditionalities”[footnoteRef:39]. Critics of the Indian Unique Identification Project (also known as Aadhaar) claim that it is aimed at making people transparent to the State rather than vice versa and seems to lead to a notion that those “who are welfare recipients can do without the right to privacy”.[footnoteRef:40] An Indian Supreme Court case first deemed it illegal to refuse services if individuals did not have the unique identification number, but in the final ruling the right to privacy of those most disenfranchised in society did not prevail.[footnoteRef:41] There is also the danger of oversharing data among different datasets in the name of coordination, which in some instances might not have the authorisation of users. Thus, the increasing use of information systems for social protection within humanitarian contexts brings with it certain risks with regards to the safety and shareability of the data.  [38:  United Nations (2019) p.18]  [39:  United Nations (2019) p.18]  [40:  Ramanathan (2021)]  [41:  Ramanathan (2021)] 

It is also important to note that data rights still have some catching up to do with respect to developments in artificial intelligence, algorithmic systems and their use for automated decision making, opening up a whole new Pandora’s box. These recent technological advances might have considerable impacts on their use for SP policy outcomes. 

3.2 Lack of recognition of social security as a human right in social security policies and systems
	Single Registries in Somalia and Sudan
Within the framework of the HIPC Initiative, the IDA/WB is financing the development and establishment of a social registry for Somalia through the Somalia Shock-Responsive Safety Net for Human Capital project. The establishment of “a national social registry as a functional platform that supports registration and determination of potential eligibility for social programmes” (IMF 2020) constitutes a Completion Point Trigger. Although a World Bank discussion paper (Al-Ahmadi et al. 2022) suggests that “the social registry is not per se a targeting approach” but instead “a repository of data on poor and vulnerable households that all partners and government agencies would use to extract, compare and align their lists of potential beneficiaries”, an IDA and IMF document (IDA/IMF 2020) on the very same programme mentions that “the adoption of the social registry is expected to provide the cornerstone for future social programs by enhancing the targeting of services and speeding up the provision of post-disaster assistance”.

In the case of Sudan, also within the context of the HIPC Initiative, an IMF document includes the establishment of a “national social registry as the primary directory of poor and vulnerable households eligible for social protection support” as one of the triggers for the Floating Completion Point within the social protection sector (IMF 2021).

Source: IMF (2020), Al-Ahmadi et al. (2022), IDA/IMF (2020), and IMF (2021).


The lack of human rights considerations, negative notions around poverty, blames on individuals for their own poverty as well as pushes for fiscal austerity lead policymakers to make certain policy choses. They may include sanctions and punitive instruments, conditional cash transfers, poverty targeted programmes and the use of technological tools to police the ‘deservingness’ of potential beneficiaries. they all result in the implementation of poor-relief policies, instead of inclusive and life-cycle social protection systems based on entitlements. 
A clear example of this is the design and establishment of social registries, and the push for the interoperability of social protection management information systems,[footnoteRef:42] in particular with financing from multilateral agencies, such as that from the World Bank. Although a World Bank guidance note on social registries for social assistance[footnoteRef:43] states that “the concept of dynamic inclusion in Social Registries is closely related to the progressive realization of universality and the implementation of the human rights agenda”[footnoteRef:44], and that “Integrated Social Registries can also help promote universal coverage of social protection systems by providing a gateway for potential inclusion of the poor, vulnerable, and lower-income population to a range of benefits and services that could meet their diverse needs”[footnoteRef:45], the use of these technological tools in these contexts of trying to reach the poor, are far from pushing for social protection from a human rights perspective. Social protection is a right, and hence an entitlement for all individuals (beyond the poverty status of the household they live in), not just meant for the ‘poorest and most vulnerable’ in society. A social registry on the other hand, is a list of households with information to rank household’s well-being.[footnoteRef:46] [42:  Interoperability refers to linking different SP Mis to avoid fragmentation and enhance coordination. There is nothing wrong with making SP MISs interoperable, as long as human rights principles and standards are applied on their design from the on-set, and later, for their implementation and evaluation. See the Convergence Initiative for more detailed research on this issue.]  [43:  Leite (2017)]  [44:  Leite (2017) p.19]  [45:  Leite (2017) p.19]  [46:  Kidd et all (2021)] 

The World Bank guidance note also provides examples of how “human rights standards should guide the process of progressively realizing social rights, including the principles of non-discrimination, transparency and access to information, and accountability”.[footnoteRef:47] As a matter of fact, the standards mentioned by the guidance note mention that aligned with the principle of non-discrimination, clear communications need to be provided Social Registries,  as “simply registering in the Social Registry does not guarantee eligibility for any specific programme or awarding any benefits”.[footnoteRef:48] It is of course of value that guidance notes such as these acknowledge the existence of human rights considerations for social protection systems, but it remains true that social registries are just not conceived from a human rights perspective to include all in the provision of social protection, but rather as tools to support governments or implementing agencies in better ‘targeting the poor’.  [47:  Leite (2017) p.19]  [48:  Leite (2017) p.20] 

3.3 [bookmark: _Toc136452147]Stigmatisation, profiling, exclusion and discrimination
	Risk of social security rule by algorithm
In the case of Australia, an automated debt recovery system using algorithms named Robodebt, calculated erroneous overpayments to around 400,000 welfare users. After causing a wealth of upheavals and damage to said welfare users, the system was deemed unlawful in 2019 and is being investigated. (Source: Starcevic (2022))
The Netherlands SyRI system mentioned before also used a self-learning algorithm to detect fraud in childcare benefits, mistakenly penalizing thousands of families belonging to the lowest income segments, as well as belonging to ethnic minorities (Source: Heikkilä, Melissa (2022))



	Digital hyper-surveillance
In the United Kingdom, the Universal Credit programme has been accused of having been designed to undertake online scrutiny of claimants’ recorded work-search, with some users being blamed and sanctioned for not doing enough to find work (Source: Batty (2018))


Many technological solutions are applied to social protection programmes and services to make sure scarce resources are targeted towards the ‘deserving poor’ and ‘policing the poor’, while heavily relying on their ‘neutrality’.In some instances, they use artificial intelligence to make decisions about who is or is not eligible to receive benefits from the State (wilful blindness in trusting these solutions).[footnoteRef:49]  When the proposed systems are constantly trying to identify fraud and prevent potential beneficiaries from ‘taking advantage’ or cheating the Government[footnoteRef:50], their very design can in some instances lead to ‘implicit and inadvertent bias’[footnoteRef:51], excluding some individuals , and stigmatisation. The concern is that the use of machine learning technologies can reinforce unequal  power structures or impose unequal power dynamics . Some of these machine learning systemsare opaque and do not provide clear information around  processes, thus leading to discriminatory practices when implemented without necessary safeguards.[footnoteRef:52] The discrimination and stigmatisation also apply to ID systems, as centralized databases can lead to discrimination and surveillance leading to new forms of ‘algorithmic injustice’.[footnoteRef:53]  [49:  Barrantes (2020)]  [50:  Barrantes (2020)]  [51:  Amnesty International and Access Now (2018)]  [52:  Amnesty International and Access Now (2018)]  [53:  CHRGJ (2022)] 

The perceived threat of welfare fraud has also led to the increased use of technological tools to lower the risks of occurrence. In Serbia, a Social Card Law was instituted in 2022 with the intention of stopping welfare fraud and better distributing social benefits.[footnoteRef:54] However, the use of automated decision making within the social protection system ended up removing around 10 per cent of beneficiaries, in particular among the Roma community, thus hampering the right to social security of certain segments of society without them being able to access a redress mechanism to challenge the decisions.[footnoteRef:55] [54:  International Network for Economic, Social and Cultural Rights (2022)]  [55:  International Network for Economic, Social and Cultural Rights (2022)] 

Although interoperability of social protection information systems is desirable from administration efficiency and effectiveness standpoint, cautious efforts should be made in data integration not to exclude some segments of society. In many instances, women and persons with disabilities can be excluded from systems that are usually used for social protection interoperability efforts (such as ID systems and civil registries), thus leading to their exclusion from social protection programmes and services.[footnoteRef:56] [56:  Hebbar (2023)] 

Technological tools using artificial intelligence and complicated algorithms can deter  the realisation of the rights to social security and to an adequate standard of living. It is particularly evident when the technological tools contain operational glitches and biases against those experiencing poverty, ethnic minorities or certain marginalised segments of society. This can serve to reinforce stigmatisation and discrimination, and add extra burdens in accessing social security services, if not altogether excluding users from being able to receive social security benefits and services.
3.4 [bookmark: _Toc136452148]Risks of over-focusing on ‘double-dipping’
Within the social security sector, there has been a concern about double-dipping – people constantly trying to take advantage of a system by benefiting from more than one programme or service. While most countries introduced various social security schemes with different eligibility criteria, policymakers  misuse and foment  this term in policy and operational discussions with a generalized notion that  users, or potential users, are always trying to take advantage of social protection programmes. The current social security systems are unfortunately based on an overarching distrust in citizens. Therefore, the efforts have been more focused on improving the efficiency and effectiveness of social security systems by removing double-dippers rather than improving the design of social security systems to address the structural causes of double-dipping. Hence, the introduction of digital technology in the systems are currently overly focused on double-dipping. 
Another concern associated with the double-dipping discourse is related to individual entitlements versus household benefits. From a policy design standpoint, policymakers have the option of targeting social transfer benefits to individuals or households. If, in the name of resource efficiency and avoiding double-dipping, households can only receive one social protection benefit, this can render people in vulnerable situations excluded because they reside in a household in which someone else receives a benefit. In many instances, these solutions do not consider the unequal power distribution within the household. Women, persons with disabilities, children and older persons are in general excluded from household decision-making. Therefore, it has been argued that social registries should not be used for programmes for individuals, even if they are poverty-targeted. Individuals should be assessed in terms of their own well-being and not that of the household where they reside.[footnoteRef:57] [57:  Chirchir and Farooq (2016)] 

3.5 [bookmark: _Toc136452149]Data accuracy and timeliness
Evidence demonstrates that poverty targeting mechanisms, which are often linked to social registries, can actually end up excluding a large part of the population they are meant to cover.[footnoteRef:58]  In other instances, the updating of data in poverty-targeting mechanisms based on national household databases can be slow, hence providing erroneous or untimely information that in turn incorrectly informs policymaking and implementation.[footnoteRef:59] Moreover, collection and storage of data and information from, for example, remote areas, marginalised communities or illiterate persons might result in inaccurate data being indefinitely preserved and used for social protection decision making processes, without users being able to correct/update the data.[footnoteRef:60]  [58:  Kidd and Athias (2020)]  [59:  UNICEF Bangladesh (2020)]  [60:  Nyst (2014)] 

3.6 [bookmark: _Toc136452150]Data security and personal security
When it comes to the storage, use and sharing of social protection user data and information, security considerations arise. In many instances, social protection service users are not aware of how algorithms work, how the data is being processed, and whether it is being shared among different implementers and/or service providers. Not all operational designs of social security schemes place accountability, participation and transparency at the forefront, which makes it  difficult for the general public to understand. Social security schemes often do not provide adequate complaint and redress mechanisms when a user’s information is compromised. 
In conflict-afflicted countries, there might be a certain level of risk associated with the use of centralised data tools being misused for political and geopolitical reasons. Humanitarian actors provide emergency cash transfer programmes but do not necessarily have all the necessary data protection and legislative knowledge to secure the databases and systems used. Therefore, there exists a danger of putting large segments of the most vulnerable population at risk. These concerns are mostly related to the security of individuals (programme recipients in many instances) in humanitarian contexts: data can be highly sensitive and at risk of inflicting harm on certain segments of the population. This situation can only be worsened when many third-party service providers and/or partner implementers are involved, as risks are higher for data leakages and security issues in general. Private providers might have commercial incentives that differ considerably from humanitarian principles (and ultimately human rights).[footnoteRef:61]  [61:  Faith (2021)] 

Sharing and processing of data and metadata via mobile and messaging applications and/or social media is particularly concerning as they often do not have adequate security measures. Data can leave traces and this make it possible to track and profile individuals, and create undue risks, particularly in humanitarian contexts. Proper data protection and ensuring the “doing no harm” principle is fundamental.[footnoteRef:62] [62:  ICRC and Privacy International (2018)] 

3.7 [bookmark: _Toc136452151]Unequal access to digital tools and the Internet
The significance of digital divide is often ignored when designing digital technologies for social protection administration and implementation. Regardless of  levels of technological development in the country, the digital divide exists and there are people who have little or no access to the Internet and digital tools. Certain individuals and groups may have unequal access to the Internet and digital tools due to age, income, geographic distance, gender, disability, or lack of digital literacy. This render them unable to access social protection services and benefits that  require recipients to use technological tools. This can be witnessed social protection benefits are paid via mobile/digital payment methods and many potential social assistance recipients have no access to online services and/or a telephone. Millions of individuals globally experiencing digital illiteracy (in particular the most marginalised segments of society)– or literacy in the traditional sense- making it thus difficult or almost impossible to access information about social protection programmes. This directly affects individuals’ possibilities of applying to online processes and/or meeting the requirements stipulated by said programmes/services. 
Some examples set in the midst of the COVID-19 pandemic include those of Togo and Brazil. During the COVID-19 pandemic, Togo adopted a 100% digital approach for an urban cash transfer operational processes including payments (Cash transfer component of the Safety Nets and Basic Services project). Beneficiaries were not required to have personal mobile phones, but they need to access a mobile phone. Hence, people used mobile money agents and the challenges were encountered as people started congregating at mobile money agents. In addition, civil society organisations raised concerns regarding potential digital exclusion risks.[footnoteRef:63] Brazil extended the coverage of the Brazil emergency social cash transfer (Auxílio Emergencial) coverage during COVID and  new beneficiaries were selected through a new database and allowed for digital registration. Unfortunately, with the use of digital technology, it was challenging to reach out to those with no access to the Internet and as a result around 7 million people were excluded.[footnoteRef:64] [63:  Lowe et all (2021)]  [64:  Beazley et all (2021)] 

In addition to access to digital devices, access to the Internet is also a prerequisite in order to access government services online. The Internet connect remains beyond reach for many people around the global, in particular the Global South and remote areas in the Global North. In the world where the public services are digitalized, affordable and reliable Internet access is key to enjoying public services online, which are essential to the enjoyment of economic, social and cultural rights, in particular the right to social security. 
In line with expanding the use of technological tools at the service of social security policies, States should take proactive steps to ensure all individuals have meaningful access to the Internet, at the same time as they refrain in interfering with access to internet and digital communications.[footnoteRef:65]  [65:  OHCHR (2022)] 


4. [bookmark: _Toc136452154]Relevant human rights norms and guidance relating to the right to social security and digital technologies
This section introduces the relevant international and regional human rights norms and guidance related to the right to social security and the use of digital technologies, which could guide the design and implementation of digital tools and systems that effectively contribute to realising the right to social security.
4.1 [bookmark: _Toc136452155]Relevant international and regional human rights instruments and guidance relating to the right to social security
International human rights instruments and guidance: The right to social security has a strong anchorage in international law. 
· Article 22 of the Universal Declaration of Human Rights (UDHR) proclaims the right to social security, stating that everyone “as a member of society, has the right to social security”.1 In addition, Article 25.1 of the UDHR expressly includes the right to social services and the right to security in the event of unemployment, sickness, disability, widowhood, old age or other lack of livelihood in circumstances beyond the control of rights-holders, while in Article 25.2 motherhood and childhood are entitled to special care and assistance and all children, whether born in or out of wedlock, to the same social protection. 
· Article 9 of the International Covenant on Economic, Social and Cultural Rights (ICESCR) recognizes the right of everyone to social security, including social insurance. The Committee on Economic, Social and Cultural Rights, in its general comment No. 19 (2008) on the right to social security (E/C.12/GC/19), elaborated the normative content of this right and obligations of States parties and other actors, and provided guidance on implementation of this right at the national level.
· The right to social security is also recognized in numerous international human rights legal instruments: 
· The International Convention on the Elimination of All Forms of Racial Discrimination (Article 5(e)(iv))8 
· The Convention on the Elimination of All Forms of Discrimination against Women (Article 11) 
· The Convention on the Rights of the Child (Article 26) 
· The International Convention on the Protection of the Rights of All Migrant Workers and Members of Their Families (Article 27) 
· The Convention on the Rights of Persons with Disabilities (Article 28) 
International social security standards: The conventions and recommendations adopted by the tripartite constituents of the ILO have been recognized as providing the normative content to the human right to social security. 
· Social Security (Minimum Standards) Convention, 1952 (No. 102) is a fundamental social security instrument that provided for the first time all nine branches of social security (also designated as risks or contingencies) – medical care, sickness, unemployment, old age, employment injury, family benefits, maternity, invalidity and survivors. It also establishes agreed qualitative and quantitative minimum standards in terms of persons covered, and level, qualifying period and duration of benefits to be provided for all the branches.  
· Another key instrument is Social Protection Floors Recommendation, 2012 (No. 202). It maps out the strategic vision for the progressive achievement of universal social protection following two main axes: 1) building and maintaining a national social protection floor comprised of basic social security guarantees ensuring access to essential health care and basic income security throughout the life cycle; and 2) as soon as possible extending higher levels of protection to as many people as possible, guided by ILO social security standards. 
Regional human rights instruments: The right to social security is also recognized in regional human rights instruments in Africa, Americas, Arab States, Asia and Europe.  
· The African Charter on Human and Peoples’ Rights (1981) includes the protection of women and children and declares that older persons and persons with disabilities9shall also have a right to special measures of protection in keeping with their physical or moral needs￼10which would naturally include income support benefits, healthcare and social services. The Africa Union devoted a Protocol to the African Charter on Human and People’s Rights on the rights of citizens to social protection and social security.  
· A comprehensive provision on the right to social security is enshrined in the Additional Protocol to the American Convention on Human Rights in the Area of Economic, Social and Cultural Rights (San Salvador Protocol) of 1988.11 The Social Charter of the Americas, adopted by the General Assembly of the Organization of American States in 2012, also refers to social protection policies and programs.12  
· The Arab Charter on Human Rights, adopted by the Council of the League of Arab States in 2004, provides that States parties shall ensure the right of every citizen to social security, including social insurance.13 
· The ASEAN Human Rights Declaration guarantees that every person has the right to social security, including social insurance where available, which assists him or her to secure the means for a dignified and decent existence (Art. 30(1)). 
· The European Social Charter, adopted by the Council of Europe in 1961, establishes that all workers and their dependents have the right to social security (Art. 12(2)); that anyone without adequate resources has the right to social and medical assistance 14 (Art. 13); and that everyone has the right to benefit from social welfare services15 (Art. 14)161996, the Charter was revised  to include a new and fundamental right to protection against poverty and social exclusion (the revised European Social Charter). The Council of Europe also developed the European Code of Social Security (1964) and its additional Protocol.

4.2 Relevant international and regional human rights instruments relating to the use of digital technologies 
There are a number of international and regional human rights norms and guidance relating to the use of digital technologies. 
· The Universal Declaration of Human Rights (Article 12) and international human rights treaties provide the safeguards of human rights relating to the use of digital technologies, including the right to privacy.
· Article 17 of the International Covenant on Civil and Political Rights provides for the right to privacy and the Human Rights Committee, in its general comment No. 16 on Article 17 (Right to privacy), elaborated the States’ obligations in relation to collection, use, storage of personal information, including in digital forms, and individual’s right to request rectification or elimination in case of incorrect personal data or non-compliance of collection or processing of such data with the provisions of the law. 
· The Convention on the Rights of the Child (Article 16) 
· The International Convention on the Protection of the Rights of All Migrant Workers and Members of Their Families (Article 14) 
· The United Nations Guidelines for the Regulation of Computerized Personal Data Files provides for the principles relating to the protection of personal data. The guidelines are provided around ten key principles - fairness, accuracy, purpose-specification, interested person’s access, non-discrimination, power to make exceptions, security, supervision and sanctions, transborder data flows and field of application. It also stipulates the application of the guidelines to personal data files kept by governmental international organizations.
· At the regional level, the Council of Europe has adopted several conventions relating to personal data, including Convention 108 for the Protection of Individuals with Regard to Automatic Processing of Personal Data in 1981 and Modernised Convention for the Protection of Individuals with regard to the Processing of Personal Data /  Convention for the protection of individuals with regard to the processing of personal data (Convention 108+) (not yet entered into force). In addition, the European Union General Data Protection Regulation (GDPR)[footnoteRef:66] sets out rules for data protection and privacy for all individuals within the EU. The GDPR includes rules for how physical or legal persons may process personal data.  [66:  Several development and humanitarian actors active in the Global South are subject to the GDPR’s requirements as a matter of law, and some take it into consideration due to the relevance of its content.] 

There are also a number of reports of international human rights mechanisms as well as the Office of the High Commissioner for Human Rights in this regard, the recommendations contained therein provide useful guidance for States and other stakeholders. 
· The report of OHCHR on the right to privacy in the digital age (A/HRC/27/37) discusses the protection and promotion of the right to privacy in the context of domestic and extraterritorial surveillance and/or the interception of digital communications and the collection of personal data, including on a mass scale
· The report of the Special Rapporteur on extreme poverty and human rights on digital welfare states and human rights report (A/74/493) provides some key recommendations to make digital technologies work for social protection.
· The report of OHCHR on question of the realization of economic, social and cultural rights in all countries: the role of new technologies for the realization of economic, social and cultural rights (A/HRC/43/29) provides key human rights guiding principles to new technologies 
· The report of the UN High Commissioner for Human Rights on the right to privacy in the digital age (A/HRC/48/31) provides a human rights-based approach to the use of AI and the application of core principles, especially in relating to legislation and regulation, Human rights due diligence, State-business nexus and transparency
· The report of the UN High Commissioner for Human Rights on internet shutdowns: trends, causes, legal implications and impacts on a range of human rights (A/HRC/50/55) provides recommendations to States, to companies, to development agencies, regional organizations and international organizations, to civil society on internet shutdowns.
· The report of the Special Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance: Racial and xenophobic discrimination and the use of digital technologies in border and immigration enforcement (A/HRC/48/76): It provides recommendations regarding the prohibition of racial discrimination in the design and use of emerging digital technologies; the obligations to prevent and combat racial discrimination in the design and use of emerging digital technologies; and the obligations to provide effective remedies for racial discrimination in the design and use of emerging digital technologies

4.3 Other relevant principles and guidance developed relating to digital development
In addition, there are other relevant principles and guidance developed by non-UN actors relating to the use of digital technologies.
For example, the Principles for Digital Development provide useful guidance in ten areas. [footnoteRef:67] [footnoteRef:68] They include:  [67:  These Digital Principles were first created in consultation with organizations such as The Bill and Melinda Gates Foundation, the Swedish International Development Agency (SIDA), the UN’s Children’s Fund (UNICEF), UN Development Program (UNDP), the World Bank, and the U.S. Agency for International Development (USAID), and the World Health Organization (WHO). Currently there are more organisations part of this initiative. See here for more details:  https://digitalprinciples.org/]  [68:  These principles have also been adapted to the SP context in a practical guide drafted by Hebbar (2023) published by Convergence International/GIZ. ] 

· Design with the user
· Understand the existing ecosystem
· Design for scale
· Build for sustainability 
· Be data driven
· Use open standards, open data, open source, and open innovation
· Reuse and improve
· Address privacy and security
· Be collaborative

5. [bookmark: _Toc136452156]Practical implementation of human rights principles and obligations
The framing of social protection schemes and support systems from a human rights-based approach allows implementing Government agencies and key partners (including third-party service providers) to operationalise human rights principles and standards as applied to the design, implementation and evaluation of different social protection schemes, extensive to particular support systems, such as beneficiary databases and/or management information systems. It is of course Governments, as duty-bearers, that are obliged to respect all human rights and ensure the proper guarantees are in place. Nevertheless, other social protection and humanitarian actors should also respect and incorporate these human rights principles and standards where appropriate. Also, as many of the service providers (mobile companies, technology providers, among others) are private sector enterprises, it is recommended that States ensure business abide by the UN Guiding Principles on Business and Human Rights.
Moreover, human rights principles are to be applied to data collection, processing, and use processes, as they might impact individuals’ rights (whether political, civil, social or economic), in particular in terms of the individuals not being subjected to indiscriminate automated decision-making.  International recommendations have stated that States should provide a meaningful explanation and object to fully automated decisions that affect individuals’ rights.[footnoteRef:69]  [69:  OHCHR (2021b)] 

The following paragraphs detail some of the human rights principles and standards[footnoteRef:70] (also shown in the figure below) applicable to technological solutions for the implementation of social protection programmes and support tools such as MISs: [70:  Adapted from Barrantes (2020)] 

[image: ]
Source: Adapted from Barrantes (2020) based on human rights principles and standards[footnoteRef:71] [71:  Graphics: © Copyright PresentationGO.com] 


[bookmark: _Toc136452157]5.1 Dignity and autonomy of individuals
	Does the use of technology ensure dignity and respect the autonomy of individuals? Have the programmes and support systems been designed taking user dignity as a core human rights consideration?


[bookmark: _Toc123622200]Human dignity must be at the core of the design and implementation of any social protection programme. Disregard of human rights and dignity principles in social protection policy design and implementation can infringe upon individuals’ rights and dignity. States need to ensure that social protection policies are shame-proofed, and that they respect beneficiaries’ agency and dignity at all times during the implementation process. Social protection programmes and support systems cannot be based on negative narratives around poverty or mistaken assumptions around welfare dependency. 
As mentioned above, social protection programmes and their support systems should avoid an overzealous focus on registering individuals to determine their ‘deservingness’ of benefits and on policing the most vulnerable sectors of the population with broad assumptions around welfare fraud. There is also a need to be wary of issues around automated decision-making and welfare ranking of families to determine “deservingness” to receive government benefits. In their efforts to make public spending more efficient (in response to fiscal austerity initiatives) policymakers should avoid designing technological support tools based on the false premise that poverty and vulnerability are a matter of individual choice or individual failure. In many cases, “the trouble with this practice of hi-tech triage is that it treats social problems as if they are natural disasters – random, temporary, inevitable occurrences – obscuring the political choices that produce them.”[footnoteRef:72] Ultimately, the use of technology needs to be at the service of inclusive social protection systems founded on the right to social security and the principles of human dignity and autonomy of individuals throughout their lifecycle. [72:  Eubanks (2018b)] 

[bookmark: _Toc136452158]5.2. Equality and non-discrimination
	Will technology ensure equal and non-discriminatory access to social protection entitlements?


As social protection schemes should be available to all, Governments should ensure that nobody is directly or indirectly excluded from programmes and support systems such as management information systems, based on factors such as age, race, gender, or locality. In addition, technological support systems should consider gender equality considerations. 
[bookmark: _Toc136452159]5.3. Accessibility
	Will sharing of beneficiary data jeopardize inclusiveness of the social protection scheme or create barriers for beneficiaries to access social services?


Social protection schemes and support systems should be barrier-free and inclusive. They should be designed and implemented in a manner which ensures that everyone has equal opportunity of access. This may require specific measures for particular categories of the population who may face additional barriers, such as those living remotely and/or with disabilities, or without easy and meaningful access to the Internet and digital tools or digital literacy.
[bookmark: _Toc136452160]5.4. Adaptability 
	Is the type of beneficiary data being collected and processed culturally acceptable? Is its collection and processing consistent with the needs of the beneficiaries and appropriate for local contexts?


States must guarantee that social protection programmes, support systems, services and materials are adapted to the needs of individuals, including persons with disabilities, as well as to local contexts and deprivations. Any instances of data capture and data storing should also be culturally acceptable.
[bookmark: _Toc136452161]5.5. Irreversibility
	Will the sharing or use of beneficiary data result in impermissible reversal to an individual’s circumstance, such as reduced availability or decreased amount of social protection services?  


From a human rights-based perspective, the State should not implement measures that reverse an individual’s circumstance to a situation of less social protection or impoverishment. The State is obliged to continuously strive for the progressive realisation of the right to social security and put in place support systems that further enhance this obligation. Using digital technologies at the service of SP to sanction and police users or potential users can infringe on this particular obligation.
[bookmark: _Toc136452162]5.6. Right to privacy and data protection
	Will the sharing or use of beneficiary data result in violation of beneficiary’s privacy, data protection or any other rights on which these may have bearing?


Social protection schemes, and all support tools and systems, including management information systems, must respect people’s right to privacy and internationally accepted standards of confidentiality when collecting, sharing, and storing information identifying programme beneficiaries. 
The use of technology at the service of SP systems cannot be an excuse to subject more vulnerable sectors of society to intrusive scrutiny in breach of their right to privacy. As the social protection and humanitarian fields adapt to the provision of modernised services and technology-based instruments and tools used to support social protection schemes (particularly given global pandemics such as COVID-19 that has spurred a more rapid intake of technology and a push for ensuring the interoperability of SP management information systems), this principle becomes absolutely crucial. 
Another key aspect is to make sure that partnerships with other parties (for example private entities, payment service providers, among others) are properly regulated by adequate normative frameworks. Furthermore, privacy  and data  protection is of key importance to guarantee that SP programmes and services comply with normative and regulatory frameworks, and for the effective functioning of SP delivery.[footnoteRef:73] Not incorporating privacy and personal data protection might undercut SP programme goals and objectives (such as inclusion and addressing risks and vulnerabilities ), and result in exclusion errors, stigmatization and/or discrimination of beneficiaries or potential beneficiaries.[footnoteRef:74] A closely linked principle is that of purpose limitation, i.e. establishing clear boundaries in terms of the intended purpose for which the data on beneficiaries and/or eligible beneficiaries is being collected.[footnoteRef:75]  [73:  Sepúlveda (2018)]  [74:  Sepúlveda (2018)]  [75:  Braun (2018)] 

Finally, privacy and data protection requires that social protection beneficiaries’ consent to the use of the collected data, that they receive all the necessary information on which to base their consent, and that they are fully aware of exactly how that information is being used (as policy and/or operational decisions will be made based on the collected information).  This of course also applies to the circumstances of the consent, ensuring it is given in a manner that ensures dignity and autonomy. In some humanitarian context, consent might be trickier to obtain due to the vulnerability beneficiaries in these circumstances.[footnoteRef:76] As such, it has been suggested that the following requirements are fulfilled and looked into: unambiguous, timing, validity, and vulnerability.[footnoteRef:77]  [76:  Kuner and Marelli (2020)]  [77:  Kuner and Marelli (2020)] 

[bookmark: _Toc136452163]5.7. Transparency and access to information
	Do beneficiaries understand what data is being collected and processed, for which purpose and with what effect? Do the beneficiaries understand where the data is stored and who has access to it? Do beneficiaries have rights that they can meaningfully exercise in respect of access to, correction of and requests for deletion of their data? Are there processes and institutions in place to enable and oversee such exercise of beneficiaries’ rights?


Social protection programmes, including support systems for beneficiary databases, must provide transparent and comprehensive access to information and communications on all aspects of programme delivery and services provided. Information on how beneficiary data and storage is being conducted and used must be made available in a clear and comprehensible manner. Citizens must be clearly informed of how their data is being used by implementing social protection agencies and how different algorithms are used. Access must also consider the specific needs of for instance persons with disabilities. It must also be culturally appropriate and available in all relevant languages and forms.
[bookmark: _Toc136452164]5.8. Accountability
	Do the relevant organizations have a mechanism that can provide accountability and redress to beneficiaries for negative impact on their individual, household or community rights to social protection that might result from the collection and sharing of their data?


States must ensure access to accountability mechanisms, independent and effective complaints procedures and effective remedies. This is the case for all management information systems. It is particularly important that States and responsible parties in social protection systems be held accountable for decisions and actions that might have a negative impact on the right to social security for all. Institutional responsibilities need to be clearly defined and stipulated in a legal and regulatory framework to ensure unambiguous lines of accountability. Equally strict accountability mechanisms need to be put in place for private sector service providers, governed by the State, to ensure human rights considerations and obligations are accounted for.
[bookmark: _Toc136452165]5.9. Participation
	Have the beneficiaries been involved in the design of data infrastructures that impact on their rights to social protection? Have the beneficiaries been consulted and given an opportunity to reject sharing of their individual, household or community data?


As social protection systems trend towards the incorporation of technology for the purpose of modernising service delivery and improving programme administration, meaningful participation processes are to be undertaken with beneficiaries and potential beneficiaries. The lived experiences of SP beneficiaries in accessing digital technologies and the impact these have on their rights are also to be imbedded in the public agenda of the SP sector.
All citizens should have the right and ability to participate in all stages of social protection schemes – from design to implementation – and specific measures must be put in place to actively encourage and enable the participation of those experiencing structural discrimination. Human dignity should be at the centre of the participation process. Furthermore, policy choices around digitising the social protection sector should involve a broader policy discussion with key Government agencies, service providers, other stakeholders and implementers, civil society organisations, as well as the broader public and citizens themselves (in particular those experiencing poverty and/or facing different risks and vulnerabilities) to discuss human rights implications beyond mere financial and governance implications.
An interesting example of a citizen’s participation and engagement process in practice is an undertaking in Detroit (United States) by a coalition of Non-Governmental Organisations (NGOs). The Detroit Digital Justice Coalition and Detroit Community Technology Project conducted a participatory consultation process with citizens and conducted research on how to ensure equitable practices for collecting, disseminating and using open data. In particular, on how to ensure that public information is used ethically, without criminalising and/or singling out the surveillance of low-income communities, people of colour and targeted communities.[footnoteRef:78] Recommendations included protecting citizens represented in the data and increasing transparency on how data sets are defined and processed.[footnoteRef:79]  [78:  Detroit Digital Justice Coalition and Detroit Community Technology Project (2017)]  [79:  Detroit Digital Justice Coalition and Detroit Community Technology Project (2017)] 

All of these human rights principles and standards of course are to be incorporated into the social protection policy and programmatic design and implementation throughout the entire policy process. A human rights-based approach allows policy makers to look at the entire policy process instead of just the desired outcomes of social protection public policies.[footnoteRef:80]  [80:  Barrantes (2020) ] 

[bookmark: _Toc136452166]5.10 Human rights principles for businesses
	Do private sector service providers abide by human rights principles? Are there clear regulations that stipulate what business can and cannot do in terms of supporting public social protection service/programme delivery?



Throughout the design and implementation of social protection programmes and services, private sector service providers need to abide by the UN Guiding Principles on Business and Human Rights.[footnoteRef:81] SP delivery and the technological tools used for SP implementation cannot be subject to the market logic driving most business without the consideration of human rights principles. As such, businesses should respect human rights; should avoid infringing on the human rights of others and should also address adverse human rights with which they are involved in through the delivery of services, products, and operations; and carry out human rights due diligence. [footnoteRef:82]  [81:  OHCHR (2011)]  [82:  OHCHR (2011)] 

In particular, it is important that States and businesses assess and address the risks of business models of certain technological solutions in SP delivery when it comes to:  collecting large volumes of personal data and using and sharing said data without consent; using technologies for SP service delivery, in particular when targeted at vulnerable populations at risks; and in the use of technology-driven processes such as algorithms that might impact individuals negatively and/or result in discrimination.[footnoteRef:83]   [83:  OHCHR (2020)] 


6. [bookmark: _Toc136452167]Recommendations
Adequate Legal and Governance framework. As digital technologies are here to stay within the social protection sector (including humanitarian initiatives within this sector), appropriate data governance frameworks for the use of ICTs and data/information risk management mechanisms are of key importance. These mechanisms and frameworks should ensure proper handling of beneficiary information, security, data privacy and transparent process controls, as well as user participation. 
Incorporating human rights considerations and obligations into high-level policy discussions. Given the considerable push from development banks on the need for digitising social protection administration and delivery for efficiency purposes, as well as to better target programmes for “the deserving poor”, involved parties should ensure that technocratic and policy choices are based on human rights principles, standards and obligations. In addition, these policy decisions should be participatory, and should include all the key Government actors to ensure that accountability, privacy, transparency principles are imbedded within a legal framework. 
Ensure that social protection modernisation and interoperability efforts in countries are based on human rights considerations. When analysing policy and technical discussions around social protection management information systems and guidelines for interoperability, it is very rare to find any mention of human rights obligations and standards. This should be addressed at the operational level, in addition to coverage at the high-level policy discussions mentioned above.
Balancing technological advances with human-centred service delivery. Given that SP systems should be based on principles of solidarity and equity, and that they are meant to address the shocks, risks, and vulnerabilities faced by right holders throughout their lives, technology cannot fully replace face-to-face interactions with the services and benefits provided. No matter how sophisticated a digital tool might be, it cannot replace the need for human interaction when dealing with lived experiences of SP system users. 
Awareness raising among social protection service users (or potential users). It is absolutely key that Governments and SP implementing partners establish awareness and sensibilisation campaigns to help users and potential users become more data literate and to ensure that they are fully aware of their rights, what exactly those rights entail, and what redress mechanisms Governments have to ensure the protection of these rights. 
Raising awareness about individual human rights in the social protection sector. Although the social protection sector has seen an abundance of policy and technical discussions in recent years regarding the collection, use, sharing (particularly issues around interoperability), management, security and safety of digital data, there has been less discussion of the specific rights of the individuals whose data is being collected, used, and shared. Particular concerns around the right to privacy, autonomy, dignity and security of individuals data and information should be at the forefront of policy discussions in the social protection sector, in particular after the COVID-19 pandemic and its push to expand coverage, as well as within the context of new austerity measures.
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Madrid, Liliana (2019). El rol de los organismos internacionales en la definición de políticas sociales argentinas a principios del siglo xxi. Trabajo Social 21 (1): 19-37. Bogotá: Departamento de Trabajo Social, Facultad de Ciencias Humanas, Universidad Nacional de Colombia. doi: https://doi.org/10.15446/ ts.v21n1.71390 
Nyst, Carly, Achieving Development at the Cost of The Right to Privacy? The Promise and Peril of New Technologies in Social Protection Programmes, Social Protection and Human Rights website, Expert Commentary, 2014.
OHCHR (2011). Report of the Special Representative of the Secretary- General on the issue of human rights and transnational corporations and other business enterprises, John Ruggie. Guiding Principles on Business and Human Rights: Implementing the United Nations “Protect, Respect and Remedy” Framework. A/HRC/17/31, United Nations. 
OHCHR. 2014. The right to privacy in the digital age (A/HRC/27/37 of 30 June). Geneva, Office of the United Nations High Commissioner for Human Rights.
OHCHR (2018). A Human Rights-Based Approach to Data, Leaving no one behind in the 2030 agenda for sustainable development. Available at: https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.pdf
OHCHR (2019a). Brief by the United Nations Special Rapporteur on extreme poverty and human rights as Amicus Curiae in the case of NJCM c.s./De Staat der Nederlanden (SyRI) before the District Court of The Hague (case number: C/09/550982/HA ZA 18/388). Available at:
https://www.ohchr.org/sites/default/files/Documents/Issues/Poverty/Amicusfinalversionsigned.pdf
OHCHR (2019b). World stumbling zombie-like into a digital welfare dystopia, warns UN human rights expert. Press release. 17 October 2019. Available at:
https://www.ohchr.org/en/press-releases/2019/10/world-stumbling-zombie-digital-welfare-dystopia-warns-un-human-rights-expert?LangID=E&NewsID=25156
OHCHR (2019c). United Nations Special Rapporteur on extreme poverty and human rights (2019). Digital welfare states and human rights report. A/74/493, United Nations. 
OHCHR (2020). Question of the realization of economic, social and cultural rights in all countries: the role of new technologies for the realization of economic, social and cultural rights. Report of the Secretary-General. A/HRC/43/29, United Nations. 
OHCHR (2021 a). Racial and xenophobic discrimination and the use of digital technologies in border and immigration enforcement. Report of the Special Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance, E. Tendayi Achiume. A/HRC/48/76, United Nations.
OHCHR (2021 b). The right to privacy in the digital age. Report of the United Nations High Commissioner for Human Rights. AG/HRC/48/31, United Nations.
OHCHR (2022). Internet shutdowns: trends, causes, legal implications and impacts on a range of human rights. Report of the Office of the United Nations High Commissioner for Human Rights. A/HRC/50/55, United Nations.
Ramanathan, Usha (2014). Biometrics Use for Social Protection Programmes in India Risk Violating Human Rights of the Poor, Expert Commentary Social Protection and Human Rights. Available at:
 https://socialprotection-humanrights.org/expertcom/biometrics-use-for-social-protection-programmes-in-india-risk-violating-human-rights-of-the-poor/ .
Redden, Joanna, Dencik, Lina and Warne, Harry (2020). Datafied child welfare services: unpacking politics, economics and power, Policy Studies, 41:5, 507-526.
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